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Introduction  
 

Back in November 2009 I decided it was time to really crack on getting to grips with PowerShell 

version 2.0. The full release had been out for a couple of weeks, since it had shipped as part of 

Windows 7 / Windows Server 2008 R2 after three previews of what might be via Community 

Technology Previews. 

Whilst there are a number of big new features in PowerShell 2.0 I decided to start by taking a look at 

some of the new cmdlets and making a blog post for each one as I went, which would force me to 

learn properly and hopefully make a decent community contribution at the same time. 

After starting the series with the initial intention of covering maybe at most 20 cmdlets I was 

blackmailed encouraged to keep going and ended up covering over 100+ cmdlets. I did most of this 

during my lunchtimes at work, found it a great way to get to grips with the new functionality and 

managed to keep it going through to June 2010. 

Whilst about halfway through the series I started to think about compiling all of the blog posts into 

one handy reference document and make it available for download from my blog. Since this makes it 

slightly more formal, rather than the happy-go-lucky nature of a blog post I decided to get some real 

experts to review the content to make sure it was decent and accurate so three PowerShell MVPs 

kindly spent their own time reviewing it for me. 

A big thank you goes out to these gentlemen; Thomas Lee (http://twitter.com/doctordns ), Richard 

Siddaway (http://msmvps.com/blogs/RichardSiddaway/Default.aspx ) and Aleksandar Nikolic 

(http://twitter.com/alexandair ). Thank you for all your feedback and comments which have been 

incorporated into this document. 

Also thanks to those who have followed the blog series since I started it, left comments, re-tweeted 

each one and generally encouraged me to keep going. 

I hope you find this consolidated series useful. If you do then I ask that you consider making a small 

donation to a UK based charity that help the parents of children born with Tracheo-Oesophageal 

Fistula (TOF) and Oesophageal Atresia (OA). You can find out more about this charity through their 

website http://www.tofs.org.uk/index.php and can make a donation here 

http://www.justgiving.com/tofs/donate . I know from personal experience what a great job they do. 

Thanks! 

Jonathan 

http://jonathanmedd.net 

http://twitter.com/jonathanmedd 

 

September 2010 

 

http://twitter.com/doctordns
http://msmvps.com/blogs/RichardSiddaway/Default.aspx
http://twitter.com/alexandair
http://www.tofs.org.uk/index.php
http://www.justgiving.com/tofs/donate
http://jonathanmedd.net/
http://twitter.com/jonathanmedd
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#1 Get-Random 

Get-Random  

What can I do with it? 

With Get-Random you can either generate a random number, or randomly select objects from 

a collection. 

Examples: 

Generate a random number between 1 and 100. 

Get - Random - Minimum  1 - Maximum 101  

Select a random object from a collection 

$users  = 'Rod' , 'Jane' , 'Freddy'  

Get - Random $users  

Select a random Windows Service 

Get - Service  | Get - Random 

How could I have done this in PowerShell 1.0? 

Generate a random number between 1 and 100 using .NET. 

$randomnumber  = New- Object  System.Random  

$randomnumber .next(1,101)  

Select a random object from a collection 

$users  = 'Rod' , 'Jane' , 'Freddy'  

$randomnumber  = New- Object  System.Random  

$i  = $randomnumber .next(0, $users .length)  

$users [ $i ]  

How did I decide to begin this series with Get-Random? 

Get - Command | Get - Random 

;-) 

 

  

http://go.microsoft.com/fwlink/?LinkID=113446
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#2 Send-MailMessage 

Send-MailMessage 

What can I do with it? 

Send an email message using a specific SMTP server, from within a script or at the command 

line. 

Example: 

Send- MailMessage  - To "Joe Bloggs <joe.bloggs@test.local>"  - From "Jane Smith 

<jane.smith@test.lo cal>"   

- Subject  "Reporting Document"  - Body  "Here's the document you wanted"  -

Attachment s  "C: \ Report.doc"  

- SmtpServer  smtp.test.local  

How could I have done this in PowerShell 1.0? 

You could have used the .NET System.Net.Mail class 

Function Send-MailMessage () 

{ param ($Sender,$Recipient,$Attachment) 

 

$smtpServer = ñsmtp.test.localñ 

$msg = New-Object System.Net.Mail.MailMessage 

$att = New-Object System.Net.Mail.Attachment($Attachment) 

$smtp = New-Object System.Net.Mail.SmtpClient($smtpServer) 

$msg.From = ñ$Senderñ 

$msg.To.Add(ñ$Recipientñ) 

$msg.Subject = ñReporting Documentñ 

$msg.Body = ñHere's the document you wanted.ñ 

$msg.Attachments.Add($att) 

 

$smtp.Send($msg) 

$att.Dispose(); 

}  

Send-MailMessage 'jane.smith@test.local' 'joe.bloggs@test.local' 'C:\Report.doc' 

 

  

http://go.microsoft.com/fwlink/?LinkID=135256
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#3 Get-Counter  

Get-Counter. 

What can I do with it? 

Collect real-time performance counter data directly from local or remote computers. 

Examples: 

Create a list of performance counters available to query in the Memory counter 

( Get - Counter  - List Set  memory).paths  

Tip:  To find a list of available top-level counters for which you could substitute in for 

memory in the above example you could type this set of commands: 

Get - Counter  - List Set  *  | Sort - Object  countersetname  | Format - Table  

countersetname  

To retrieve the current Memory Pool Paged Bytes on the remote computer Server1 

Get - Counter  - Counter  ' \ Memory\ Pool Paged Bytes'  - ComputerName  Server1  

Tip:  You can run multiple samples using the -MaxSamples parameter 

Get - Counter  - Counter  ' \ Memory\ Pool Paged Bytes'  - ComputerName  Server1  -

MaxSamples  5 

How could I have done this in PowerShell 1.0? 

You could use the Get-WmiObject  cmdlet and the Win32_PerfFormattedData class to 

look at performance data for a remote computer. For example: 

( Get - WmiObject  Win32_PerfFormattedData_PerfOS_Memory  - ComputerName  

Server1 ).PoolPagedBytes  

You could also use .NET and the System.Diagnostics.PerformanceCounter class to view 

performance data 

$data  = New- Object  System.Diagnostics.PerformanceCounter  

$data .CategoryName = "Memory"  

$data .CounterName = "Pool Paged Bytes"  

$data .nextvalue()  

Thanks to /\/\o\/\/ for the .NET info. 

Related Cmdlets 

Export-Counter 

Import-Counter  

http://technet.microsoft.com/en-us/library/dd367892.aspx
http://mow001.blogspot.com/2005/12/getting-performancemonitor-info-from.html
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#4 Out-GridView  

Out-GridView. 

What can I do with it? 

View the output from a command in an interactive grid window. 

Any special requirements? 

Whilst PowerShell 2.0 itself requires .NET Framework 2.0 with Service Pack 1, this 

particular cmdlet requires .NET Framework 3.5 Service Pack 1. 

Examples: 

Create an interactive grid view of the list of services running on the machine. 

Get - Service  | Out - GridView  

The resulting output with a filter of Windows and sorted by Status gives you an idea for 

what you can use this for: 

 

Create an interactive grid view of the System log with the latest 5 entries, selecting only the 

Source and Message properties and displaying the Output with a custom title. 

Get - Eventlog  - LogName System  - Newest  5 |  Select - Object  Source,Message | 

Out - GridView  - Title  'System Log'  

http://go.microsoft.com/fwlink/?LinkID=113364
http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/get-service
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Tip:  

I don't recommend using aliases within a script, but this is the kind of cmdlet you are most 

likely to use when working at the command line so the alias for Out-Gridview, ogv , could 

come in very handy. 

How could I have done this in PowerShell 1.0? 

The closest you could probably get would be Export-CSV to give you the data in a CSV file, 

which could then be manipulated in a similar fashion to Out-GridView using Excel. 

Get - Service  | Export - Csv C: \ Scripts \ Services.csv  ïNoTypeInformation  

 

The CSV file can be opened in Excel using PowerShell: 
 

Invoke - Item  C: \ Scripts \ Services.csv  

 

  

http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/system
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#5 Get-HotFix  

Get-HotFix. 

What can I do with it? 

Retrieve hotfixes installed on a local or remote computer 

Example: 

Retrieve a list of hotfixes installed on Server1 which contain Security in their description. 

Display the Description, HotfixID and Caption properties. 

Get - Hot Fix  - Description  Security *  - ComputerName  Server01  

 | Select - Object  Description,HotfixID,Caption  

How could I have done this in PowerShell 1.0? 

You could have used Get-WmiObject  with the Win32_QuickFixEngineering class. 

Get - WmiObject  - Class  Win32_QuickFixEngineering  - Filter  "Description  LIKE 

'Security %'"   

- ComputerName  Server01  | Select - Object  Description,HotfixID,Caption  

Funnily enough Get-HotFix and Get-WmiObject  -Class Win32_QuickFixEngineering 

look pretty similar when you pipe them through to Get-Member ;-) 

 

 

  

http://go.microsoft.com/fwlink/?LinkID=135217
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#6 Test-Connection  

Test-Connection. 

What can I do with it? 

Send a ping to one or more computers 

Examples: 

Send a ping to Server01 

Test - Connection  - ComputerName  Server01  

If the result of a ping to Server01 is successful then copy a text file to a file share on that 

server 

If  ( Test - Connection  - ComputerName  Server01  - Quiet )  

{ Copy- Item  C: \ Document.txt  " \ \ Server01 \ Fileshare" }  

How could I have done this in PowerShell 1.0? 

You could have used Get-WmiObject  with the Win32_PingStatus class. 

Get - WmiObject  Win32_Pi ngStatus  - Filter  "Address='Server01'"  

Funnily enough Test-Connection and Get-WmiObject  -Class Win32_PingStatus look 

pretty similar when you pipe them through to Get-Member  

You could also have used the .NET System.Net.NetworkInformation.Ping class 

$ping  = New- Object  System.Net.NetworkInformation.Ping  

$ping .send( 'Server01' )  

Related Cmdlets 

Restart-Computer 

Stop-Computer 

  

http://go.microsoft.com/fwlink/?LinkID=135266
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#7 Reset-ComputerMachinePassword  

Reset-ComputerMachinePassword 

What can I do with it? 

Reset the computer account password for a machine. 

Examples: 

Reset the computer account password for the current local machine. It's as simple as that! 

Reset - ComputerMachinePa ssword  

To do the same for a remote machine you will need to use Invoke-Command to run the 

command on the remote machine. 

Invoke - Command - ComputerName  Server01  

 - Script Block  { Reset - ComputerMachinePassword }  

How could I have done this in PowerShell 1.0? 

You could have done the following. 

[ ADSI] $computer  = "WinNT://WINDOWS2000/computername$"  

$computer .SetPassword( "computername$" )  

More commonly you might have used the netdom command line tool to do this. 

netdom reset 'machinename' /domain:'domainname 

Or you might have used Active Directory Users and Computers GUI tool, right-clicked the 

computer account in question and chosen Reset Account. 

 

  

http://go.microsoft.com/fwlink/?LinkID=135252
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#8 Get-Module  

Get-Module  

What can I do with it? 

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap-

ins from PowerShell 1.0. There are some great videos below by Bruce Payette and Osama 

Sajid from the PowerShell team both introducing and demonstrating how to use modules: 

(Thanks Shay) 

Episode one introduces Modules and discusses comparisons with Cmdlets. 

Episode two demonstrates how to use Modules. 

Episode three illustrates how to develop script and binary Modules 

Example: 

Retrieve all the modules on the current system which could be imported into the current 

session 

Get - Module  - ListAvailable  

How could I have done this in PowerShell 1.0? 

You could have used the Get-PSSnapin cmdlet to see which snap-ins were available to use. 

To see snap-ins available in the current session: 

Get - PSSnapin  

To see snap-ins available to add to the current session use the Registered parameter: 

Get - PSSnapin  - Registered  

Related Cmdlets 

Import-Module  

New-Module  

Remove-Module 

  

http://go.microsoft.com/fwlink/?LinkID=141552
http://blogs.microsoft.co.il/blogs/scriptfanatic/archive/2009/09/03/powershell-2-0-modules-an-introduction-with-bruce-payette.aspx
http://edge.technet.com/tags/BP1
http://edge.technet.com/tags/BP2
http://edge.technet.com/tags/BP3
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#9 Checkpoin t-Computer  

Checkpoint-Computer. 

What can I do with it? 

Create a system restore point on XP, Vista or Windows 7 systems. 

Example: 

Create a system restore point called Pre-RegistryChange 

Checkpoint - Computer  - Description  "Pre - RegistryChange"  

How could I have done this in PowerShell 1.0? 

You could have used the SystemRestore WMI class and the CreateRestorePoint method 

$SystemRestore  = [ wmiclass ] " \ \ . \ root \ default:systemrest ore"  

$SystemRestore .CreateRestorePoint( "Pre - RegistryChange" , 0, 100)  

Related Cmdlets 

Add-Computer 

Get-ComputerRestorePoint 

Remove-Computer  

Restart-Computer  

Restore-Computer  

Stop-Computer  

  

http://go.microsoft.com/fwlink/?LinkID=135197
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx
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#10 Restart -Computer  

Restart-Computer. 

What can I do with it? 

Restart a local or remote computer 

Example: 

Immediately restart the computer Server01. 

Restart - Computer  - ComputerName  Server01  - Force  

How could I have done this in PowerShell 1.0? 

You could have used the Win32_OperatingSystem WMI Class and the Win32Shutdown 

method. 

( Get - WmiObject  - Class  Win32_OperatingSystem  

 - ComputerName  Server01 ).Win32Shutdown(2)  

Alternatively the Systinternals tool PSShutdown could be used to restart a local or remote 

computer. 

Related Cmdlets 

Add-Computer 

Checkpoint-Computer 

Remove-Computer  

Restore-Computer  

Stop-Computer  

 

  

http://go.microsoft.com/fwlink/?LinkID=135253
http://msdn.microsoft.com/en-us/library/aa394239%28VS.85%29.aspx
http://technet.microsoft.com/en-us/sysinternals/bb897541.aspx
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#11 Add -Computer  

Add-Computer. 

What can I do with it? 

Join a local computer to a domain or workgroup 

Example: 

Join the current computer to the Test domain, place the computer account in the Servers OU 

and use the Restart-Computer cmdlet to reboot the computer to complete the process. 

Add- Computer  - Domain Name Test  

- OUPath 'OU=Servers,DC=test,DC=local' ; Restart - Computer  

How could I have done this in PowerShell 1.0? 

You could have used the Win32_ComputerSystem WMI Class and the 

JoinDomainOrWorkGroup  method. 

This script from the Poshcode script repository illustrates how you might use this method to 

join a computer to a domain. 

function  Set - Domain  {  

    param (    [ switch ] $help ,  

            [ string ] $domain =$( read - host  "Please specify the domain to 

join" ),  

            [ System.Management.Automation.PSCredent ial ] $credential  = $( Get -

Credential )  

            )  

 

    $usage  = "`$cred = get - credential `n"  

    $usage  += "Set - AvaDomain - domain corp.avanade.org - credential `$cred`n"  

    if  ( $help ) { Write - Host  $usage ;exit}  

 

    $username  = $credential .GetNetworkCredenti al().UserName  

    $password  = $credential .GetNetworkCredential().Password  

    $computer  = Get - WmiObject  Win32_ComputerSystem  

    $computer .JoinDomainOrWorkGroup( $domain  , $password , $username , $null , 

3)  

 

    }  

Alternatively you could use the command line tool netdom to join a computer to a domain: 

NETDOM /Domain:Test /user:adminuser /password:apassword MEMBER  

      Server01 /JOINDOMAIN  

Related Cmdlets 

Checkpoint-Computer 

Remove-Computer  

http://go.microsoft.com/fwlink/?LinkID=135194
http://msdn.microsoft.com/en-us/library/aa394102%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa392154%28VS.85%29.aspx
http://poshcode.org/534
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Restart-Computer  

Restore-Computer  

Stop-Computer  
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#12 Write -EventLog 

Write-EventLog. 

What can I do with it? 

Write an event in a Windows Event Log on a local or remote machine. 

Example: 

Write an Error event into the Application log on Server01 with source CustomApp1, EventID 

8750 and Error Message. 

Write - EventLog  - ComputerName  Server01  - LogName Application   

- Source  CustomApp1  - EventID  8750  - Entry Type  Error   

- Message  "CustomApp1 has experienced Error 9875"  

How could I have done this in PowerShell 1.0? 

You could have used the .NET System.Diagnostics.EventLog class. Richard Siddaway has 

put together a great function which uses this class to make it easy to write to the Event Log 

using PowerShell 1.0. 

 

function  Write - EventLog  

{  

param ([ string ] $msg = "Default Message" , [ string ] $type ="Informatio n" )  

$log  = New- Object  System.Diagnostics.EventLog  

$log .set_log( "Application" )  

$log .set_source( "CustomApp1" )  

$log .WriteEntry( $msg, $type )  

}  

You can then use the function like this 

Write - EventLog  "CustomApp1 has started"  "Information"   

Related Cmdlets 

Clear-EventLog  

Limit -EventLog  

New-EventLog  

Remove-EventLog  

Show-EventLog  

Get-WinEvent  

http://go.microsoft.com/fwlink/?LinkID=135281
http://msdn.microsoft.com/en-us/library/system.diagnostics.eventlog.aspx
http://richardsiddaway.spaces.live.com/blog/cns%2143CFA46A74CF3E96%21275.entry
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#13 Clear-EventLog 

Clear-EventLog. 

What can I do with it? 

Clear the Event Log on a local or remote computer. 

Example: 

Clear the Application Event Log on the remote computer Server01 

Clear - EventLog  - LogName Application  - ComputerName  Server01  

How could I have done this in PowerShell 1.0? 

You could have used the Get-EventLog cmdlet and the Clear method of the 

System.Diagnostics.EventLog object it generates.  (Note: this would only work on a local 

computer) 

$ApplicationLog  = Get - EventLog  - list  | Where- Object  { $_.log - eq 

"Application" }  

$ApplicationLog .Clear()  

Related Cmdlets 

Limit -EventLog  

New-EventLog  

Remove-EventLog  

Show-EventLog  

Write-EventLog  

Get-WinEvent 

  

http://go.microsoft.com/fwlink/?LinkID=135198
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#14 Start -Process 

Start-Process 

What can I do with it? 

Start a process on the local computer. 

Examples: 

Start an instance of Notepad 

Start - Process  Notepad  

Open the file Test.txt using its associated application Notepad 

Start - Process  C: \ Scripts \ Test.txt  

How could I have done this in PowerShell 1.0? 

You could have used the .NET System.Diagnostics.Process class and the Start method. 

[ System.Diagnostics.Process ]:: Start ( "Notepad" )  

and to open a specific file with Notepad 

[ System.Diagnostics.Process ]:: Start ( "Notepad" , "C: \ Scripts \ Test.txt" )  

Alternatively you could have used WMI and this option would also give you the ability to 

start a process on a remote computer. 

([ WMICLASS] " \ \ Server01 \ ROOT\ CIMV2:win32_process" ).Create( "Notepad" )  

Related Cmdlets 

Start-Service 

Get-Process  

Stop-Process  

Wait-Process  

Debug-Process 

  

http://go.microsoft.com/fwlink/?LinkID=135261
http://msdn.microsoft.com/en-us/library/system.diagnostics.process.aspx
http://msdn.microsoft.com/en-us/library/system.diagnostics.process.start.aspx
http://go.microsoft.com/fwlink/?LinkID=113406
http://go.microsoft.com/fwlink/?LinkID=113324
http://go.microsoft.com/fwlink/?LinkID=113412
http://go.microsoft.com/fwlink/?LinkID=135206
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#15 Start -Job 

Start-Job 

What can I do with it? 

Start a background job on the local computer. This allows you to take back your console 

session whilst you wait for the job to complete. 

Examples: 

Start a background job to run Get-Service on the local computer. 

Start - Job  - ScriptBlock  { Get - Service }  

This will display the status of this job in your current session and allow you to continue 

working in the session - then retrieve the results at a later time. 

 

You could also start a background job with a script, not just a scriptblock or a command. 

Start - Job  - FilePath  . \ Test.ps1  

 

 

 

To start a background job on a remote computer use the -AsJob parameter available on a 

number of cmdlets. 

(Tip: to find out which cmdlets have the -AsJob parameter use Get-Help to give you a list 

Get - Help  * - Parameter  AsJob 

) 

So to start a job to find services on the remote computer Server1 

Get - WmiObject  Win32_Service  - ComputerName  Server1  - AsJob  

http://go.microsoft.com/fwlink/?LinkID=113405
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-15-start-job.html/start-job-2
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-15-start-job.html/start-jobscript
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-15-start-job.html/start-job-2
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-15-start-job.html/start-jobscript
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How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra 

PowerShell session whilst you waited for a command to complete in your current session. 

Related Cmdlets 

Get-Job 

Receive-Job  

Wait-Job  

Stop-Job  

Remove-Job  

Invoke-Command  

  

http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-15-start-job.html/get-wmiobjectasjob
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#16 Get-Job 

Get-Job 

What can I do with it? 

Get background jobs from the current session as objects. 

Examples: 

Get background jobs from the current session. 

Get - Job  

 

Get background jobs from the current session, which contain the Get-WmiObject cmdlet. 

Get - Job  - Command " Get - WmiObject "  

 

Store a job in a variable and examine its methods and properties. 

$job  = Get - Job  - Command " Get - WmiObject "  

$job  | Get - Member 

http://go.microsoft.com/fwlink/?LinkID=113328
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-16-get-job.html/get-job-2
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-16-get-job.html/get-jobget-wmiobject
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-16-get-job.html/get-job-2
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-16-get-job.html/get-jobget-wmiobject
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How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra 

PowerShell session whilst you waited for a command to complete in your current session. 

Related Cmdlets 

Receive-Job  

Wait-Job  

Start-Job 

Stop-Job  

Remove-Job  

Invoke-Command 

  

http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-16-get-job.html/get-jobobject-3
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#17 Receive-Job 

Receive-Job 

What can I do with it? 

Retrieve the results of a background job which has already been run. 

Example: 

Retrieve the results for the job with ID 1 and keep them available for retrieval again. (The 

default is to remove them) 

Receiv e- Job  - Id  1 - Keep 

 

How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra 

PowerShell session whilst you waited for a command to complete in your current session. 

Related Cmdlets 

Get-Job 

Wait-Job  

Start-Job 

Stop-Job  

Remove-Job  

Invoke-Command 

  

http://go.microsoft.com/fwlink/?LinkID=113372
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-17-receive-job.html/receive-jobkeep
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#18 Remove-Job 

Remove-Job 

What can I do with it? 

Remove existing background jobs from the current session. 

Examples: 

Remove the job with ID 1. 

Remove- Job  - Id  1 

 

Use the Get-Job cmdlet to retrieve all jobs and pipe it through to Remove-Job to remove them 

all. 

Get - Job  | Remove- Job  

 

How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra 

PowerShell session whilst you waited for a command to complete in your current session. 

Related Cmdlets 

Get-Job 

Receive-Job  

Wait-Job  

Start-Job 

Stop-Job  

http://go.microsoft.com/fwlink/?LinkID=113377
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job
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Invoke-Command 
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#19 Stop-Job 

Stop-Job 

What can I do with it? 

Stop background jobs which are running in the current session. 

Examples: 

Stop job with id 13. 

Stop - Job  - I d 13 

 

Retrieve all current jobs and stop them all. 

Get - Job  | Stop - Job  

 

How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra 

PowerShell session whilst you waited for a command to complete in your current session. 

Related Cmdlets 

http://go.microsoft.com/fwlink/?LinkID=113413
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-joball
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-19-stop-job.html/stop-joball


30 
 

Get-Job 

Receive-Job  

Wait-Job  

Start-Job 

Remove-Job  

Invoke-Command 
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#20 Wait -Job 

Wait-Job 

What can I do with it? 

Wait for a background job to complete in the current session before returning the prompt to 

the user. 

Example: 

Wait for jobs 37, 39 and 41 to finish, but use the Any parameter to only wait for the first one. 

You can see when first initiated the cursor does not return to the prompt. 

 

As soon as one of those jobs completes the cursor returns the prompt. We then use the Get-

Job cmdlet to confirm that even though Job 41 is still running we have been given the prompt 

back. 

http://go.microsoft.com/fwlink/?LinkID=113422
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-20-wait-job.html/wait-job
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How could I have done this in PowerShell 1.0? 

The concept of jobs did not exist in PowerShell 1.0. Waiting for a command to complete 

before having the prompt returned to the user was standard behaviour. 

Related Cmdlets 

Get-Job 

Receive-Job  

Start-Job 

Stop-Job  

Remove-Job  

Invoke-Command 

  

http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-20-wait-job.html/wait-jobget-job
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#21 Select-XML 

Select-XML  

What can I do with it? 

Search for text in an XML document using an XPath query. 

Example: 

Example.xml 

 

From the file Example.xml search with the XPath query /shop/food 

Select - XML - Path  example.xml  - Xpath  "/shop/food"  

 

You'll notice this hasn't returned any actual data from the XML file rather details of the 

search carried out and two matches. This is because Select-XML returns a SelectXMLInfo 

Object, illustrated below by piping the same command to Get-Member. 

http://go.microsoft.com/fwlink/?LinkID=135255
http://www.developer.com/xml/article.php/3383961/NET-and-XML-XPath-Queries.htm
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/examplexml
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xml
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/examplexml
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xml
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To retrieve the results, pipe the SelectXMLInfo object through to Select-Object and use the 

ExpandProperty parameter. 

Select - XML - Path  example.xml  - Xpath  "/shop/food"  

 | Select - Object  - ExpandProperty  Node 

 

How could I have done this in PowerShell 1.0? 

You could have used the Get-Content cmdlet to read the Example.xml file in as text, 

converted it to an XML type using [XML] and then used the SelectNodes method to retrieve 

the data. 

[ xml ] $xml  = ( Get - Content  example.xml )  

$xml .SelectNodes( "/shop/food" )  

 

Related Cmdlets 

Convert-ToXML 

 

  

http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlget-member
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlselect-object
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlv1
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlget-member
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlselect-object
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlv1
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlget-member
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlselect-object
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-21-select-xml.html/select-xmlv1
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#22 Enable-ComputerRestore  

Enable-ComputerRestore 

What can I do with it? 

Enable the System Restore feature on the specified drive. 

Example: 

Enable System Restore on the local C drive. 

Enable - ComputerRestore  - Drive  "C: \ "  

How could I have done this in PowerShell 1.0? 

You could have used the SystemRestore WMI class and the Enable method 

$SystemRestore  = [ wmiclass ] " \ \ . \ root \ default:system restore"  

$SystemRestore .Enable( "c: \ " )  

 

Related Cmdlets 

Disable-ComputerRestore 

Get-ComputerRestorePoint 

Restore-Computer 

Restart-Computer 

  

http://go.microsoft.com/fwlink/?LinkID=135209
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa378858%28VS.85%29.aspx
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#23 Disable -ComputerRestore  

Disable-ComputerRestore 

What can I do with it? 

Disable the System Restore feature on the specified drive. 

Example: 

Disable System Restore on the local C drive. 

Disable - ComputerRestore  - Drive  "C: \ "  

How could I have done this in PowerShell 1.0? 

You could have used the SystemRestore WMI class and the Disable method 

$SystemRestore  = [ wmiclass ] " \ \ . \ r oot \ default:systemrestore"  

$SystemRestore .Disable( "c: \ " )  

 

Related Cmdlets 

Enable-ComputerRestore 

Get-ComputerRestorePoint 

Restore-Computer 

Restart-Computer 

 

  

http://go.microsoft.com/fwlink/?LinkID=135207
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa378852%28VS.85%29.aspx
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#24 Get-ComputerRestoreP oint  

Get-ComputerRestorePoint 

What can I do with it? 

List available System Restore points on the local machine. 

Example: 

List the available System Restore points on the current machine. 

Get - ComputerRestorePoint  

 

How could I have done this in PowerShell 1.0? 

You could have used the Get-WmiObject cmdlet with the Root\Default namespace and the 

SystemRestore Class 

Get - WmiObject  - Namespace root \ default  - Class  SystemRestore  

Funnily enough Get-ComputerRestorePoint and Get-WmiObject -Namespace root\default -

Class SystemRestore look pretty similar when you pipe them through to Get-Member  

Related Cmdlets 

Enable-ComputerRestore 

Disable-ComputerRestore 

Restore-Computer 

Restart-Computer 

 

  

http://go.microsoft.com/fwlink/?LinkID=135215
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-24-get-computerrestorepoint.html/get-computerrestorepoint-2
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-24-get-computerrestorepoint.html/get-computerrestorepoint-2
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#25 Restore -Computer  

Restore-Computer 

What can I do with it? 

Run a system restore on the local machine. 

Example: 

Restore the local computer to restore point 101 and then use the Restart-Computer cmdlet to 

reboot it 

Restore - Computer  - RestorePoint  101  

Restart - Computer  

How could I have done this in PowerShell 1.0? 

You could have used the SystemRestore WMI class and the Restore method. You could 

then use the Get-WmiObject  cmdlet, the Win32_OperatingSystem class and the Reboot 

method to restart the machine. 

$SystemRestore  = [ wmiclass ] " \ \ . \ root \ default:systemrestore"  

$SystemRestore .Restore( "101" )  

( Get - WmiObject  Win32_OperatingSystem ).reboot()  

 

Related Cmdlets 

Enable-ComputerRestore 

Disable-ComputerRestore 

Get-ComputerRestorePoint 

Restart-Computer 

 

  

http://go.microsoft.com/fwlink/?LinkID=135254
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa378925%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa394239%28VS.85%29.aspx
http://msdn.microsoft.com/en-us/library/aa393010%28VS.85%29.aspx
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#26 New-WebServiceProxy  

New-WebServiceProxy 

What can I do with it? 

Make use of an available web service. 

Examples: 

The website http://www.webservicex.net has a number of available web services which you 

can use with the New-WebServiceProxy cmdlet. 

Find the current weather for Southampton, UK. 

$weather  = New- WebServiceProxy   

- URI "http://www.webservicex.net/globalweather.asmx?wsdl"  

$weather .GetWeather( 'Southampton' , 'United Kingdom' )  

 

Note: to find what cities were available within the UK to query I used the 

GetCitiesByCountry method. 

$weather .GetCi tiesByCountry( 'United Kingdom' )  

Find the location for the UK postcode SW1A. 

$postcode  = New- WebserviceProxy  

- URI "http://www.webservicex.net/uklocation.asmx?wsdl"  

$postcode .GetUKLocationByPostcode( 'SW1A' )  

 

Return the words from Bible verse John, Chapter 3, 16. 

$bibleverse  = New- WebServiceProxy  

- URI "http://www.webservicex.net/BibleWebservice.asmx?wsdl"  

$bibleverse .GetBibleWordsByChapterAndVerse( 'John' , '3' , '16' )  

http://go.microsoft.com/fwlink/?LinkID=135238
http://www.webservicex.net/
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-26-new-webserviceproxy.html/new-webserviceproxyget-weather
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-26-new-webserviceproxy.html/new-webserviceproxygetuklocationbypostcode
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-26-new-webserviceproxy.html/new-webserviceproxyget-weather
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-26-new-webserviceproxy.html/new-webserviceproxygetuklocationbypostcode
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There are many more web services available from http://www.webservicex.net which are fun 

to try out. You also may find other available web services on the Internet or within your own 

organisation. 

How could I have done this in PowerShell 1.0? 

Lee Holmes from the PowerShell team has put together a Connect-WebService script you can 

use when working with PowerShell 1.0 to make use a web service. By using this script you 

can follow a similar process to the earlier examples. 

$weather  = . \ Connect - WebService.ps1  

"http://www.webservicex.net/globalweather.asmx?wsdl"  

$weather .GetWeather( 'Southampton' , 'United Kingdom' )  

I reckon that's about 100 lines of code in a script down to one nice easy cmdlet when using 

the New-WebServiceProxy cmdlet. Nice! 

 

 

  

http://www.webservicex.net/
http://www.leeholmes.com/blog/CallingAWebserviceFromPowerShell.aspx
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-26-new-webserviceproxy.html/new-webserviceproxygetbiblewords-3
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#27 Test -ComputerSecureChannel  

Test-ComputerSecureChannel 

What can I do with it? 

Test the secure channel between the local computer and the domain and optionally fix if 

necessary. 

Example: 

Test the secure channel on the current computer 

Test - ComputerSecureChannel  

Note: this will return a boolean value of True or False as seen below; if you wish for more 

detailed information use the -Verbose parameter. 

 

If the result is False then you can attempt to fix the problem by using the -Repair parameter. 

Test - ComputerSecureChannel  - Repair  

How could I have done this in PowerShell 1.0? 

The best way to do it would have been using the NetDom command line tool. 

Test: 

netdom verify Server01 /domain:test.local 

Repair: 

netdom reset Server01 /domain:test.local 

Related Cmdlets 

Checkpoint-Computer  

Restart-Computer  

http://go.microsoft.com/fwlink/?LinkID=137749
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-27-test-computersecurechannel.html/test-computersecurechannel-2
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Stop-Computer  

Reset-ComputerMachinePassword 
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#28 Export -Counter  

Export-Counter 

What can I do with it? 

Take performance objects generated from the Get-Counter or Import-Counter cmdlets and 

export them as log files. Note: this cmdlet requires Windows 7 or Windows Server 2008 R2 

or later. 

Examples: 

Retrieve some memory performance data from the local machine and export it to the standard 

Performance Monitor output file BLG. 

Get - Counter  ' \ Memory\ Pool Paged Bytes'  - MaxSamples  10 |  

  Export - Counter  - Path  C: \ Memory. blg  

You can also output directly to two other format types, CSV and TSV. 

Get - Counter  ' \ Memory\ Pool Paged Bytes'  - MaxSamples  10 |  

  Export - Counter  - Path  C: \ Memory.csv  - FileFormat  CSV 

How could I have done this in PowerShell 1.0? 

In the Get-Counter post I showed an example using .NET to retrieve performance data, but it 

would only return one result at a time, so not a lot of point to extract to a log file. 

$data  = New- Object  System.Diagnostics.PerformanceCounter  

$data .Catego ryName = "Memory"  

$data .CounterName = "Pool Paged Bytes"  

$data .nextvalue()  

You could run the final command multiple times and output to a text file, but still not a 

particularly nice solution. 

for  ( $i =1; $i  - le  10; $i ++){ $data .nextvalue() | Out - File  test.t xt  - Append }  

Alternatively from the Performance Monitor GUI you could create a Data Collector Set to 

save performance data into a BLG file. You could then use the Relog.exe tool to convert the 

BLG file into CSV or TSV. 

Related Cmdlets 

Get-Counter 

Import-Counter 

  

http://go.microsoft.com/fwlink/?LinkID=138337
http://technet.microsoft.com/en-us/library/bb490958.aspx
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#29 Import -Counter  

Import-Counter 

What can I do with it? 

Create objects by importing performance data in BLG, CSV or TSV files. 

Example: 

Import as objects data in a BLG file previously exported from Export-Counter or the 

Performance Monitor GUI. 

$performancedata  = Import - Counter  - Path  Memory.blg  

How could I have done this in PowerShell 1.0? 

To manage performance data contained in a BLG file you could have used the Performance 

Monitor GUI to import it and view the contents. 

Related Cmdlets 

Get-Counter 

Export-Counter 

 

  

http://go.microsoft.com/fwlink/?LinkID=138338
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#30 Enable-PSRemoting 

Enable-PSRemoting 

What can I do with it? 

Configure a computer to be enabled for PowerShell remoting. Tip : Make sure you run this 

cmdlet from an elevated process. 

Example: 

Configure the computer Test01 to be enabled for PowerShell remoting. 

Enable - PSRemoting  

This will produce output similar to the below; note the command was run on a Windows 

Server 2008 64-bit system 

 

You will notice from the output that it runs two other PowerShell 2.0 cmdlets, Set-

WSManQuickConfig and Register-PSSessionConfiguration. The below (taken from 

PowerShell help) gives a great summary of what each will do in this instance. 

-- Runs the Set-WSManQuickConfig cmdlet, which performs the following tasks: 

----- Starts the WinRM service. 

----- Sets the startup type on the WinRM service to Automatic. 

----- Creates a listener to accept requests on any IP address. 

----- Enables a firewall exception for WS-Management communications. 

-- Enables all registered Windows PowerShell session configurations to receive instructions 

from a remote computer. 

----- Registers the "Microsoft.PowerShell" session configuration, if it is not already 

registered. 

----- Registers the "Microsoft.PowerShell32" session configuration on 64-bit computers, if it 

http://go.microsoft.com/fwlink/?LinkID=144300
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-30-enable-psremoting.html/enable-psremoting
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is not already registered. 

----- Removes the "Deny Everyone" setting from the security descriptor for all the registered 

session configurations. 

----- Restarts the WinRM service to make the preceding changes effective. 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSRemoting  

Get-PSSessionConfiguration  

Enable-PSSessionConfiguration  

Disable-PSSessionConfiguration  

Register-PSSessionConfiguration  

Set-PSSessionConfiguration 
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#31 Enter -PSSession 

Enter-PSSession 

What can I do with it?  

Open an interactive PowerShell session with a computer which has been enabled for 

PowerShell remoting. 

Example: 

Open a session with the server Test01 and see which services begin with the letter T. 

Enter - PSSession  - ComputerName  Test01  

Get - Service  | Where- Object  { $_.name - like  'T*' }  

You will notice that the prompt has changed to 

[test01]: PS C:\> 

which helpfully shows you which server you are running the remote session on. 

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Get-PSSession  

Exit-PSSession  

Remove-PSSession  

Invoke-Command  

http://go.microsoft.com/fwlink/?LinkID=135210
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-31-enter-pssession.html/enter-pssession


48 
 

#32 Exit -PSSession 

Exit-PSSession 

What can I do with it? 

Exit an interactive PowerShell session that has been opened on a computer which has been 

enabled for PowerShell remoting. 

Example: 

Leave an interactive PowerShell session with a computer which has been enabled for 

PowerShell remoting. 

Exit - PSSession  

You will notice that the prompt has changed back from 

[test01]: PS C:\> 

to simply 

PS C:\> 

 

Tip : When in an interactive remote session you can also just type Exit  to finish the session. 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Get-PSSession  

Enter-PSSession  

Remove-PSSession  

Invoke-Command 

  

http://go.microsoft.com/fwlink/?LinkID=135212
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-32-exit-pssession.html/exit-pssession
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#33 New-PSSession 

New-PSSession 

What can I do with it? 

Establish a persistent connection to a computer that has been enabled for PowerShell 

remoting. 

Examples: 

Establish a persistent remote PowerShell connection to Test01 and store it in the variable 

$session. Then use the Enter-PSSession cmdlet with the Session parameter to use that 

session. 

$session  = New- PSSession  - ComputerName  Test01  

Enter - PSSession  - Session  $session  

You can also open multiple sessions via different methods: 

Open sessions to Test01, Test02 and Test 03. 

$session1 , $session2 , $session3  = 

 New- PSSession  - ComputerName  Test01,Test02,Test03  

Or if you have the servers stored in a csv file. 

$sessions  = New- PSSession  - ComputerName  ( Get - Content  servers.csv )  

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Get-PSSession  

Enter-PSSession 

Exit-PSSession  

Remove-PSSession  

Invoke-Command 

 

  

http://go.microsoft.com/fwlink/?LinkID=135237
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#34 Invoke -Commmand 

Invoke-Command 

What can I do with it? 

Run commands on local or remote computers and return the results. 

Examples: 

Establish a persistent remote PowerShell connection to Test01 using New-PSSession and 

store it in the variable $session. Then return the results for which services begin with T. 

$session  = New- PSSession  - ComputerName  Test01  

Invoke - Command - Session  $session  - ScriptBlock  

 { Get - Service  | Where- Object  { $_.name - like  'T*' }}  

You can see that the results contain a property PSComputerName that shows which server 

the results came from. 

 

You don't need to stretch your imagination too far to see how this could quickly become 

extremely powerful. Imagine instead that you used New-PSSession to make sessions to 100 

servers stored in a csv file and run the same command to all of those servers. The change in 

the code would be very small. 

$sessions  = New- PSSession  - ComputerName  ( Get - Content  servers.csv )  

Invoke - Command - Session  $sessions  - ScriptBlock  

 { Get - Service  | Where- Object  { $_.name - like  'T*' }}  

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Get-PSSession  

http://go.microsoft.com/fwlink/?LinkID=135225
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-34-invoke-commmand.html/invoke-command1
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Enter-PSSession 

Exit-PSSession  

Remove-PSSession  
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#35 New-PSSessionOption 

New-PSSessionOption 

What can I do with it? 

Create a new object with advanced session settings to be used when opening PowerShell 

remote sessions. 

Examples: 

Show the possible options which can be set with New-PSSessionOption 

New- PSSessionOption  

 

Set some advanced session options via the $sessionoptions variable and use them to make a 

remote PowerShell connection. 

$sessionoptions  = New- PSSessionOption   

- IdleTimeout  600000 - NoCompression  - NoMachineProfile  

New- PSSession  - ComputerName  Test01  - SessionOption  $sessionoptions  

Notice the difference from the default in the options which have been set. 

http://go.microsoft.com/fwlink/?LinkID=144305
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-35-new-pssessionoption.html/new-pssessionoption1
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How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Enter-PSSession  

Invoke-Command 

 

 

http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-35-new-pssessionoption.html/new-pssessionoption2-3
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#36 Get-PSSession 

Get-PSSession 

What can I do with it? 

Retrieve remote PowerShell sessions created in the current session. 

Examples: 

Get all current sessions 

Get - PSSession  

 

Get session 3. 

Get - PSSession  - Id  3 

 

Get all sessions open with Test01. (Not well illustrated in this screenshot since there is only 

one server with sessions open, but you get the idea) 

Get - PSSession  - ComputerName  Test01  

 

http://go.microsoft.com/fwlink/?LinkID=135219
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html/get-pssession3
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How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Enter-PSSession  

Exit-PSSession  

Remove-PSSession  

Invoke-Command 
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#37 Remove-PSSession 

Remove-PSSession 

What can I do with it? 

Close a remote PowerShell session which is open in the current session. 

Examples: 

Establish a persistent remote PowerShell connection to Test01 using New-PSSession , return 

the results for which services begin with T, then remove that session. Finally confirm the 

session has been removed by running Get-PSSession and seeing no results. 

New- PSSession  - ComputerName  Test01  

Invoke - Command - Session  ( Get - PSSession  - I d 1)  

- ScriptBlock  { Get - Service  | Where- Object  { $_.name - like  'T*' }}  

Remove- PSSession  - Id  1 

 

An interesting thing to note is that if you store the session in a variable and then remove the 

session you will see that the State changes to Closed. 

Establish a persistent remote PowerShell connection to Test01 using New-PSSession and 

store that in the variable $session1, confirm the session is running via Get-PSSession, then 

remove that session. Now examine $session1 and note the State as Closed. 

$session1  = New- PSSession  - ComputerName  Test01  

Get - PSSession  

Remove- PSSession  - Id  1 

$session1  

http://go.microsoft.com/fwlink/?LinkID=135250
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-33-new-pssession.html
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-36-get-pssession.html
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-37-remove-pssession.html/remove-pssession1-3
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How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Get-PSSession  

Enter-PSSession 

Exit-PSSession   

Invoke-Command 

 

  

http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-37-remove-pssession.html/remove-pssession2-2
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#38 Get-PSSessionConfiguration  

Get-PSSessionConfiguration 

What can I do with it? 

Session configurations determine the settings used by remote PowerShell sessions to that 

computer. This cmdlet displays the settings for the current configuration(s) used on the local 

computer. 

Example: 

Retrieve the settings used by remote PowerShell sessions on the local computer and display 

the properties available. 

Get - PSSessionConfiguration  | Format - List  *  

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSSessionConfiguration  

Enable-PSSessionConfiguration  

Register-PSSessionConfiguration  

Set-PSSessionConfiguration  

Unregister-PSSessionConfiguration 

  

http://go.microsoft.com/fwlink/?LinkID=144304
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-38-get-pssessionconfiguration.html/get-pssessionconfiguration
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#39 Register -PSSessionConfiguration 

Register-PSSessionConfiguration 

What can I do with it?  

Session configurations determine the settings used by remote PowerShell sessions to that 

computer. This cmdlet enables the creation of customised settings for particular session 

requirements. 

Example: 

Create a new PSSession Configuration called BITSTransfer using the startup script 

C:\Scripts\StartupScript.ps1. Use StartupScript.ps1 to import the PowerShell 2.0 BITS 

Transfer module so that those cmdlets are available to the user of the remote session. Use 

Get-PSSessionConfiguration to confirm the creation. 

StartupScript.ps1 contains the command to import the BITSTransfer module - you could 

easily add other code in here to further customise the session. 

 

Register - PSSessionConfiguration  - Name BITSTransfer  

- StartupScript  C: \ Scripts \ StartupScript.ps1  

You will see that you are prompted for both confirmation and whether to restart the WinRM 

service. 

 

To use this particular PSSession Configuration use the New-PSSession cmdlet with the 

ConfigurationName parameter and specify the name of the configuration BITSTransfer . 

http://go.microsoft.com/fwlink/?LinkID=144306
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-38-get-pssessionconfiguration.html
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/startupscript
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/register-pssessionconfiguration-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/startupscript
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/register-pssessionconfiguration-2
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Then connect to the session with the Enter-PSSession cmdlet and confirm you have the BITS 

Transfer module by running Get-Module. 

New- PSSession  - ConfigurationName  BITSTransfer  

- ComputerName  Test01  

Enter - PSSession  - Id  1 

Get - Module  

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSSessionConfiguration  

Enable-PSSessionConfiguration  

Get-PSSessionConfiguration 

Set-PSSessionConfiguration  

Unregister-PSSessionConfiguration 

 

  

http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/register-pssessionconfiguration2
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#40 Set-PSSessionConfiguration 

Set-PSSessionConfiguration 

What can I do with it? 

Change the properties of a session configuration which has been registered with Register-

PSSessionConfiguration. 

Example: 

Create a new PSSession Configuration called BITSTransfer  using the startup script 

C:\Scripts\StartupScript.ps1. Use StartupScript.ps1 to import the PowerShell 2.0 BITS 

Transfer module so that those cmdlets are available to the user of the remote session. Use 

Get-PSSessionConfiguration to confirm the creation. 

StartupScript.ps1 contains the command to import the BITSTransfer module ï you could 

easily add other code in here to further customise the session. 

 

Now change the properties of that session with Set-PSSessionConfiguration. Clear the startup 

script settings and set the MaximumReceivedObjectSizeMB to 50 MB. Confirm the 

changes with Get-PSSessionConfiguration . 

Register - PSSessionConfiguration  - Name BITSTransfer  

- StartupScript  C: \ Scripts \ StartupScript.ps1  

Get - PSSessionConfiguration  

Set - PSSessionConfiguration  - Name BITSTransfer  

- StartupScript  $null  - MaximumReceivedObjectSizeMB  50 

Get - PSSessionConfiguration  

You will notice that you are prompted to both confirm the change and to restart the WinRM 

service. 

http://go.microsoft.com/fwlink/?LinkID=144307
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-38-get-pssessionconfiguration.html
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-39-register-pssessionconfiguration.html/startupscript
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How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSSessionConfiguration  

Enable-PSSessionConfiguration  

Register-PSSessionConfiguration  

Get-PSSessionConfiguration  

Unregister-PSSessionConfiguration 

 

 

  

http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-40-set-pssessionconfiguration.html/set-pssessionconfiguration
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#41 Disable -PSSessionConfiguration 

Disable-PSSessionConfiguration 

What can I do with it? 

Deny access to a session configuration. 

Example: 

Examine the permissions of the previously created PSSessionConfiguration named 

BITSTransfer. Deny access to this session using Disable-PSSessionConfiguration. Use the 

Force parameter to supress prompts. Check what the permissions on the configuration have 

been changed to. 

Get - PSSessionConfiguration  - Name BITSTransfer  

| Format - Table  - Property  Name,Permission - Auto  

Disable - PSSessionConfiguration  - Name BITSTransfer  - Force  

Get - PSSessionConfiguration  - Name BITSTransfer  

| Format - Table  - Property  Name,Permission - Auto  

You will see that you are warned that disabling the PSSessionConfiguration will not undo 

every change made by Enable-PSRemoting. The effect of running Disable-

PSSessionConfiguration is to set the permission Everyone AccessDenied, except for 

BUILTIN \Administrators Access Allowed. 

 

Subsequently attempting to access that configuration from a remote session results in the 

following Access Denied error. 

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

http://go.microsoft.com/fwlink/?LinkID=144299
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-41-disable-pssessionconfiguration.html/disable-pssessionconfiguration-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-41-disable-pssessionconfiguration.html/disable-pssessionconfiguration2-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-41-disable-pssessionconfiguration.html/disable-pssessionconfiguration-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-41-disable-pssessionconfiguration.html/disable-pssessionconfiguration2-2
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Related Cmdlets 

Enable-PSSessionConfiguration  

Register-PSSessionConfiguration  

Set-PSSessionConfiguration  

Unregister-PSSessionConfiguration 
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#42 Enable-PSSessionConfiguration 

Enable-PSSessionConfiguration 

What can I do with it? 

Re-enable access to a session configuration which has previously been disabled with Disable-

PSSessionConfiguration. 

Example: 

View the permissions of the currently disabled BITSTransfer  PSSessionConfiguration, re-

enable it, and then view the permissions again. 

Get - PSSessionConfiguration  - Name BITSTransfer  

| Format - Table  - Property  Name,Permission - Auto  

Enable - PSSessionConfiguration  - Name BITSTransfer  

Get - PSSessionConfiguration  - Name BITSTransfer  

| Format - Table  - Property  Name,Permission - Auto  

You will notice that the Everyone AccessDenied permission is removed as part of the 

process, which also includes two confirmation prompts. 

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSSessionConfiguration  

http://go.microsoft.com/fwlink/?LinkID=144301
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-42-enable-pssessionconfiguration.html/enable-pssessionconfiguration
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Register-PSSessionConfiguration  

Set-PSSessionConfiguration  

Unregister-PSSessionConfiguration 
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#43 Unregister -PSSessionConfiguration 

Unregister-PSSessionConfiguration 

What can I do with it? 

Delete PSSessionConfigurations on the local computer. 

Example: 

View the existing available PSSessionConfigurations with Get-PSSessionConfiguration, 

remove the BITSTr ansfer configuration and then confirm it has been removed. 

Get - PSSessionConfiguration  

Unregister - PSSessionConfiguration  - Name BITSTransfer  

Get - PSSessionConfiguration  

You will see that you are prompted to both confirm and the action and the restart of the 

WinRM service. 

 

How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0; you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

Disable-PSSessionConfiguration  

Enable-PSSessionConfiguration  

Register-PSSessionConfiguration  

http://go.microsoft.com/fwlink/?LinkID=144308
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-43-unregister-pssessionconfiguration.html/unregister-pssessionconfiguration
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Set-PSSessionConfiguration  
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#44 Set-WSManQuickConfig 

Set-WSManQuickConfig 

What can I do with it? 

Configure the local computer for use with WS-Management . 

Example: 

Configure the local computer to be enabled for remote management with WS-Management . 

Set - WSManQuickConfig  

This will produce output similar to the below; note the command was run on a Windows 

Server 2008 64-bit system. 

 

Set-WSManQuickConfig runs the following tasks: 

ðï Starts the WinRM service if necessary. 

ðï Sets the startup type on the WinRM service to Automatic. 

ðï Creates a listener to accept requests on any IP address. 

ðï Enables a firewall exception for WS-Management communications. 

You are prompted to confirm the action. 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

http://go.microsoft.com/fwlink/?LinkID=141463
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-44-set-wsmanquickconfig.html/set-wsmanquickconfig
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Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction  

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Test-WSMan 
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#45 Connect-WSMan 

Connect-WSMan 

What can I do with it? 

Create a connection to a remote computer using WS-Management . 

Example: 

Connect to the remote server Test01 using WS-Management . Use the WSMan provider to 

examine the WSMan Shell properties and change the value for MaxShellsPerUser to 10. 

Connect - WSMan - ComputerName  Test01  

cd  wsman:  

dir  

 

cd  . \ localhost  

dir  | Format - Table  - AutoSize  

 

cd  Shell  

dir  | Format - Table  - AutoSize  

http://go.microsoft.com/fwlink/?LinkId=141437
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman1
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman1
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman2
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Set - Item  - Path  MaxShellsPerUser  - Value  10 

dir  | Format - Table  - AutoSize  

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman4
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-45-connect-wsman.html/connect-wsman4
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Invoke-WSManAction  

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#46 Test -WSMan 

Test-WSMan 

What can I do with it? 

Test whether WS-Management is available on a computer. 

Example: 

Test whether WS-Management is available on Test01. 

Test - WSMan - ComputerName  Test01  

You will notice you receive a response detailing wsmid, ProtocolVersion, ProductVendor 

and ProductVersion if the query is successful. 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction  

http://go.microsoft.com/fwlink/?LinkId=141464
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-46-test-wsman.html/test-wsman
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New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 
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#47 Invoke -WSManAction 

Invoke-WSManAction 

What can I do with it? 

Invoke an action using WS-Management . 

Examples: 

Check the status of the BITS service on Test01, use WS-Management to stop the service, and 

then check its status again. 

Get - Service  BITS  - ComputerName  Test01  

Invoke - WSManAction  - Action  StopService  - Resource URI wmicimv2/Win32_Service  

- SelectorSet  @{Name="BITS" } - ComputerName  Test01  - Authentication  Default  

Get - Service  BITS  - ComputerName  Test01  

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

http://go.microsoft.com/fwlink/?LinkId=141446
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-47-invoke-wsmanaction.html/invoke-wsmanaction1
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New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#48 Get-WSManInstance 

Get-WSManInstance 

What can I do with it? 

Retrieve an instance of a management resource specified by a URI by using WS-

Management. 

Examples: 

Display management information for the BITS service on the remote computer Test01. 

Get - WSManInstance  wmicimv2/win32_service  

- Selector Set  @{name="BITS" } - ComputerName  Test01  

Notice that you receive many properties for the BITS service. 

 

Display management information for the WS-Management listener configuration on the 

remote computer Test01. 

Get - WSManInstance  winrm/config/listener  

- Selector Set  @{Address ="*" ;Tra nsport ="http" } - ComputerName  Test01  

Notice that you receive a number of properties of the listener. 

http://go.microsoft.com/fwlink/?LinkId=141444
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-48-get-wsmaninstance.html/get-wsmaninstance1-2
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How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Invoke-WSManAction 

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 

 

  

http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-48-get-wsmaninstance.html/get-wsmaninstance2
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#49 New-WSManInstance 

New-WSManInstance 

What can I do with it? 

Create an instance of a management resource for use with WS-Management. 

Example: 

Create an instance of a management resource for use with WS-Management using HTTPS. 

You need to specify a certificate for use with this listener since it is HTTPS. For testing 

purposes it is possible to create a self-signed certificate within IIS. Open the Create Self-

Signed Certificate Wizard and enter a name. 

 

Export it to C:\Temp 

http://go.microsoft.com/fwlink/?LinkId=141448
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/selfsignedcert
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Import the pfx file into the Personal Certificate Store 

 

http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/exportcert
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/exportcert
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate
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For the New-WSManInstance cmdlet you will require the thumbprint of this certificate, you 

can find this using PowerShell and the Certificate Provider. 

Get - Childitem  - Path  cert: \ CurrentUser \ My | Format - List  

FriendlyName,Thumbprint  

 

http://technet.microsoft.com/en-us/library/dd347615.aspx
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/get-childitemcert-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/get-childitemcert-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/importcertificate3
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/get-childitemcert-2
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Creation of the new WSManInstance using HTTPS is as follows: 

New- WSManInstance  winrm/config/Listener  

- SelectorSet  @{Address ="*" ;Transport ="HTTPS" }  

- ValueSet  

@{Hostname="Test01" ;CertificateThumbprint ="01F7EB07A4531750D920CE6A588BF5" }  

 

You can verify this remotely using the Get-WSManInstance cmdlet. 

Get - WSManInstance  winrm/config/listener  

- Selector Set  @{Address ="*" ;Tr ansport ="https" } - ComputerName  Test01  

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

New-WSManSessionOption  

http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/new-wsmaninstance
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/new-wsmaninstance2-2
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/new-wsmaninstance
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-49-new-wsmaninstance.html/new-wsmaninstance2-2
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Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 

 

  



85 
 

#50 Set-WSManInstance 

Set-WSManInstance 

What can I do with it? 

Change the properties of a management resource for use with WS-Management. 

Example: 

Set the Enabled property of the HTTPS listener created with New-WSManInstance to false, 

effectively disabling it. Tip: watch out for case sensitivity in ValueSet 

Set - WSManInstance  winrm/config/li stener  

- SelectorSet  @{address ="*" ;transport ="https" }  

- ValueSet  @{Enabled ="false" }  

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

http://go.microsoft.com/fwlink/?LinkId=141458
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/01/powershell-2-0-one-cmdlet-at-a-time-50-set-wsmaninstance.html/set-wsmaninstance
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New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#51 Remove-WSManInstance 

Remove-WSManInstance 

What can I do with it? 

Remove a management resource that has been previously created for use with WS-

Management. 

Example: 

Check for existing HTTPS Listeners. Remove the existing HTTPS listener created with New-

WSManInstance . Check again to confirm its removal. 

Get - WSManInstance  winrm/config/listener  

- Selector Set  @{Address ="*" ;Transport ="https" }  

Remove- WSManInstance  winrm/config/listener  

- SelectorSet  @{address ="*" ;transport ="https" }  

Get - WSManInstance  winrm/config/listener  

- Selector Set  @{Address ="*" ; Transport ="https" }  

You will notice that you receive a nasty red error when trying to retrieve it after it has been 

removed. 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

http://go.microsoft.com/fwlink/?LinkId=141453
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-51-remove-wsmaninstance.html/remove-wsmaninstance
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Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#52 New-WSManSessionOption 

New-WSManSessionOption 

What can I do with it? 

Create a session option hash table for use with the WS-Management cmdlets Get-

WSManInstance, Set-WSManInstance, Invoke-WSManAction and Connect-WSMan. 

Example: 

Create a session option hash table for use with the Set-WSManInstance cmdlet to update the 

HTTPS listener created with New-WSManInstance . 

$options  = New- WSManSessionOption  - OperationTimeout  1000  

- SkipRevocationCheck  

Set - WSManInstance  winrm/config/listener  

- SelectorSet  @{address ="*" ;transport ="https" }  

- SessionOption  $option s 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

http://go.microsoft.com/fwlink/?LinkId=141449
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-52-new-wsmansessionoption.html/new-wsmansessionoption
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New-PSSession  

New-WSManInstance  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#53 Enable-WSManCredSSP 

Enable-WSManCredSSP 

What can I do with it? 

Enable CredSSP authentication on a computer allowing a user's credentials to be passed to a 

remote computer for authentication. (Think authentication for background jobs on remote 

computers.) Note: this cmdlet requires running from an elevated PowerShell session. 

Example: 

Enable userôs credentials on the local computer to be sent to the remote computer Test02. 

Enable - WSManCredSSP - Role  client  - DelegateComputer  Test02.test.local  

You will notice that you are prompted to confirm and given a warning that making this 

change will allow the remote computer to have access to your username and password. 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

http://go.microsoft.com/fwlink/?LinkId=141442
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-53-enable-wsmancredssp.html/enable-wsmancredssp
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New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#54 Get-WSManCredSSP 

Get-WSManCredSSP 

What can I do with it? 

View the  CredSSP configuration on the local computer. Note: this cmdlet requires running 

from an elevated PowerShell session. 

Example: 

View the CredSSP configuration on the local computer which has previously been enabled 

for client CredSSP via Enable-WSManCredSSP. 

Get - WSManCredSSP 

You will notice the client part has been enabled, but not the server. 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

http://go.microsoft.com/fwlink/?LinkId=141443
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-54-get-wsmancredssp.html/get-wsmancredssp
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Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#55 Disable -WSManCredSSP 

Disable-WSManCredSSP 

What can I do with it? 

Disable CredSSP configuration on a computer. Note: this cmdlet requires running from an 

elevated PowerShell session. 

Example: 

Disable the CredSSP configuration on the local computer which has previously been enabled 

for client CredSSP via Enable-WSManCredSSP. Confirm this has been successful with Get-

WSManCredSSP. 

Di sable - WSManCredSSP - Role  client  

Get - WSManCredSSP 

You will notice that the computer is no longer configured for CredSSP authentication. 

 

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disconnect-WSMan  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

http://go.microsoft.com/fwlink/?LinkId=141438
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/Security_Support_Provider_Interface
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-55-disable-wsmancredssp.html/disable-wsmancredssp
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Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 
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#56 Disconnect -WSMan 

Disconnect-WSMan 

What can I do with it? 

Disconnect a connection previously made to a remote computer using WS-Management with 

the Connect-WSMan cmdlet. 

Example: 

Disconnect from the remote server Test01 using WS-Management . 

Disconnect - WSMan - ComputerName  Test01  

How could I have done this in PowerShell 1.0? 

Support for the use of WS-Management in PowerShell is provided as part of the 2.0 release. 

Related Cmdlets 

Connect-WSMan  

Disable-WSManCredSSP  

Enable-PSRemoting  

Enable-WSManCredSSP  

Get-WSManCredSSP  

Get-WSManInstance  

Invoke-WSManAction 

New-PSSession  

New-WSManInstance  

New-WSManSessionOption  

Remove-WSManInstance 

Set-WSManInstance 

Set-WSManQuickConfig 

Test-WSMan 

  

http://go.microsoft.com/fwlink/?LinkId=141439
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
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#57 Import -PSSession 

Import-PSSession 

What can I do with it? 

Import commands from a Remote PowerShell session into the current session, for instance 

from a remote session on another computer. 

Example: 

Establish a remote session with Test01 using New-PSSession. Use Invoke-Command to 

initiate the use of the BITSTransfer module. Use Import-PSSession to make the contents of 

the BITSTransfer module available in the local session even though the BITSTransfer 

module has not been imported on the local computer. 

Note: Technically I could just have imported the BITSTransfer module on the local machine; 

however, this example is to demonstrate that potentially any module could be brought across 

to the local session. 

$session1  = New- PSSession  - ComputerName  Test01  

Invoke - Command - Session  $session1  - ScriptBlock  { Import - Module  BITSTransfer }  

Import - PSSession  - Session  $session1  - Module  BITSTransfer  

 

Confirm the contents of the BITSTransfer module is now available in the local session. 

Get - Command *Bits *  - CommandType Function  

 

Extras: 

Ravikanth Chaganti has an excellent post covering this cmdlet in more detail here. 

How could I have done this in PowerShell 1.0? 

http://go.microsoft.com/fwlink/?LinkID=135221
http://www.ravichaganti.com/blog/?p=1151
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-57-import-pssession.html/import-pssession1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-57-import-pssession.html/import-pssession2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-57-import-pssession.html/import-pssession1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-57-import-pssession.html/import-pssession2
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Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Export-PSSession 
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#58 Export -PSSession 

Export-PSSession 

What can I do with it? 

Export commands from a remote PowerShell session into a module saved on the local 

system. 

Example: 

Establish a remote session with Test01 using New-PSSession. Use Invoke-Command to 

initiate the use of the BITSTransfer module. Export the commands from the BITSTransfer 

module into a module saved on the local system and called BITSCommands. 

$session1  = New- PSSession  - ComputerName  Test01  

Invoke - Command - Session  $session1  - ScriptBlock  { Import - Module  BITSTransfer }  

Export - PSSession  - Session  $session1  - Module  BITSTransfer   

- OutputModule  BITSCommands - AllowClobber  

The exported files are stored within your PowerShell profile folder. 

 

The contents of the BITSCommands.psd1 file are below: 

 

You could make use of this module at a later date with: 

Import - Module  BITSCommands 

Extras: 

Ravikanth Chaganti has an excellent post covering this cmdlet in more detail here. 

http://go.microsoft.com/fwlink/?LinkID=135213
http://www.ravichaganti.com/blog/?p=1168
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-58-export-pssession.html/export-pssession1-3
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-58-export-pssession.html/export-pssession2-2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-58-export-pssession.html/export-pssession1-3
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-58-export-pssession.html/export-pssession2-2
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How could I have done this in PowerShell 1.0? 

Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to 

run an interactive session on a remote server. 

Related Cmdlets 

New-PSSession  

Import-PSSession 
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#59 Set-PSBreakpoint  

Set-PSBreakpoint 

What can I do with it? 

Carry out debugging by setting a breakpoint based on a condition such as line number, 

command or variable. 

Examples: 

Set a breakpoint at line 3 in the script C:\Bowling.ps1 (This is an example script taken from 

the 2008 Scripting Games. During the execution of the script the variable $iPoints is 

frequently incremented to a new value) Then run the script to utilise the breakpoint. 

Set - PSBreakpoint  - Script  Bowling.ps1  - Line  3 

You receive confirmation of the breakpoint set: 

 

Now when you run the script, you are informed at what point we have stopped at and the 

current value of $iPoints. Typing Exit  will leave the debugging mode. 

 

For the next example set a breakpoint based on the variable $iPoints and carry out an action 

to save the value of $iPoints at that point in time into the file C:\log.txt. 

Set - PSBreakpoint  - Script  . \ Bowling. ps1  - Variable  iPoints  

- Action  { Out - File  log.txt  - Append  - Inputobject  $iPoints }  

This time the confirmation shows both a Variable and an Action have been set as part of the 

Breakpoint. 

 

http://go.microsoft.com/fwlink/?LinkID=113449
http://www.microsoft.com/technet/scriptcenter/funzone/games/solutions08/bpssol10.mspx
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint3
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint3
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint3
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Running the script does not bring up the interactive debugger this time. 

 

However, the log.txt file is created and its contents show the value of $iPoints each time it is 

referenced in the script. 

 

How could I have done this in PowerShell 1.0? 

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with 

debugging features. 

Related Cmdlets 

Get-PSBreakpoint  

Enable-PSBreakpoint  

Disable-PSBreakpoint  

Remove-PSBreakpoint 

 

  

http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint4
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint5
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint4
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-59-set-psbreakpoint.html/set-psbreakpoint5
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#60 Get-PSBreakpoint  

Get-PSBreakpoint 

What can I do with it? 

Retrieve debugging breakpoints that have been set with Set-PSBreakpoint. 

Examples: 

Retrieve all current breakpoints. 

Get - PSBreakpoint  

Notice the different options which have been set on the breakpoints. 

 

Retrieve only breakpoints which have been set using the Variable parameter. 

Get - PSBreakpoint  - Type  Variable  

Notice only one breakpoint is returned this time. 

 

How could I have done this in PowerShell 1.0? 

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with 

debugging features. 

Related Cmdlets 

Enable-PSBreakpoint  

Disable-PSBreakpoint  

Remove-PSBreakpoint 

Set-PSBreakpoint 

  

http://go.microsoft.com/fwlink/?LinkID=113325
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-60-get-psbreakpoint.html/get-psbreakpoint1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-60-get-psbreakpoint.html/get-psbreakpoint2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-60-get-psbreakpoint.html/get-psbreakpoint1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-60-get-psbreakpoint.html/get-psbreakpoint2
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#61 Disable -PSBreakpoint  

Disable-PSBreakpoint 

What can I do with it? 

Disable debugging breakpoints that have been set with Set-PSBreakpoint. 

Example: 

Disable the breakpoint with ID 0 and then check its properties to confirm it has been 

disabled. 

Disable - PSBreakpoi nt  - I d 0 

Get - PSBreakpoint  - I d 0 | Format - List  *  

You will notice that the Enabled property is set to False. 

 

How could I have done this in PowerShell 1.0? 

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with 

debugging features. 

Related Cmdlets 

Get-PSBreakpoint  

Enable-PSBreakpoint  

Remove-PSBreakpoint 

Set-PSBreakpoint 

 

  

http://go.microsoft.com/fwlink/?LinkID=113294
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-61-disable-psbreakpoint.html/disable-psbreakpoint1
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#62 Enable-PSBreakpoint  

Enable-PSBreakpoint 

What can I do with it? 

Re-enable debugging breakpoints that have been disabled with Disable-PSBreakpoint. 

Example: 

Re-enable breakpoint with ID 0 and then check its properties to confirm it has been enabled. 

Enable - PSBreakpoint  - I d 0 

Get - PSBreakpoint  - I d 0 | Format - List  *  

You will notice that the Enabled property is set to True. 

 

How could I have done this in PowerShell 1.0? 

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with 

debugging features. 

Related Cmdlets 

Get-PSBreakpoint  

Disable-PSBreakpoint  

Remove-PSBreakpoint 

Set-PSBreakpoint 

 

 

  

http://go.microsoft.com/fwlink/?LinkID=113295
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-62-enable-psbreakpoint.html/enable-psbreakpoint
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#63 Remove-PSBreakpoint  

Remove-PSBreakpoint 

What can I do with it? 

Remove debugging breakpoints that have been set with Set-PSBreakpoint. 

Examples: 

Check existing breakpoints and remove the breakpoint with ID 0. 

Get - PSBreakpoint  

Remove- PSBreakpoint  - Id  0 

Confirmation that breakpoint with ID 0 has been removed. 

 

Check existing breakpoints and remove all of them. 

Get - PSBreakpoint  

Get - PSBreakpoint  | Remove- PSBreakpoint  

 

How could I have done this in PowerShell 1.0? 

Setting breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with 

debugging features. 

Related Cmdlets 

Get-PSBreakpoint  

Enable-PSBreakpoint  

Disable-PSBreakpoint  

http://go.microsoft.com/fwlink/?LinkID=113375
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-63-remove-psbreakpoint.html/remove-psbreakpoint1-2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-63-remove-psbreakpoint.html/remove-psbreakpoint2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-63-remove-psbreakpoint.html/remove-psbreakpoint1-2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-63-remove-psbreakpoint.html/remove-psbreakpoint2
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Set-PSBreakpoint 
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#64 Clear-History  

Clear-History 

What can I do with it? 

Remove commands from the history of those entered in the current session. PowerShell has 

two places where a history of the commands you have entered are kept. Within the console 

you can use F7 to view them and Alt -F7 to clear that list. There are also some cmdlets for 

managing PowerShell history, such as Get-History and the new Clear-History. 

Example: 

Check current history. Then remove any commands from the history which contain the string 

set. 

Get - History  

Clear - History  - CommandLine  *set *  

The initial history is as below: 

 

Now we remove any commands from the history which contain the string set. You can see 

they have been removed and the others remain. 

 

How could I have done this in PowerShell 1.0? 

Andrew Watt explains how you can clear history in PowerShell 1.0 on this forum post. 

http://go.microsoft.com/fwlink/?LinkID=135199
http://technet.microsoft.com/en-us/library/ee176849.aspx
http://go.microsoft.com/fwlink/?LinkID=135199
http://www.servernewsgroups.net/group/microsoft.public.windows.server.scripting/topic13342.aspx
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history2
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From a new session, set the preference $MaximumHistoryCount variable to 1, then get the 

current history and export it to XML. 

$MaximumHistoryCount  = 1 

Get - History  | Export - Clixml  "History.xml"  

Edit the XML document, remove the text between <S> and replace it with "No commands 

have been entered" 

 

Create a script called Empty-History.ps1 containing the below: 

function  global:Empty - History {  

$MaximumHistoryCount  = 1 

Import - Clixml  "History.xml"  | Add- History  

}  

Now dot source the script and use the Empty-History  function to clear your history. 

Related Cmdlets 

Get-History  

Add-History  

Invoke-History 

 

 

  

http://technet.microsoft.com/en-us/library/dd315385.aspx



























































































































































