POWERSHELL 223
ONECMDLET AT A
TIME

- Jonathan Medd




Introduction

Back in November 2003ecided it was time to really crack on getting to grips with PowerShell
version 2.0The full release had been out for a couple of wesksce ithad shipped as part of
Windows 7 / Windows Server 2008 R2 after three previews of what might be via Community
Technology Previews.

Whilst there are a number of big new featuriesPowerShell 2.0 | decided to start by taking a look at
some of the new cmdlstand making a blog post for each one as Itwahich would force me to
learn properly and hopefully make a decent community contribution at the same time.

After starting the series with the initial intention of covering maybe at most 20 cmdlets | was
bladimailedencouragedo keep going and ended up covering over 100+ cmdletisl most of this
during my lunchtime at work found it a great way to get to grips with the new functionality and
managed to keep it gointprough to June 2010.

Whilst about halfvay through the series | started to think about compiling all of the blog posts into
one handy reference documeand make it available for download from my blog. Since this makes it
slightly more formal, rather than thedppy-go-lucky nature of a blog postdecided to get some real
experts to reviewthe content to make sure it was decent and accurate so three PowerShell MVPs
kindly spent their own time reviewing it for me.

A bgthankyougoes out to these gentlemeifhomas Leéhttp://twitter.com/doctordns ), Richard
Siddaway(http://msmvps.com/blogs/RichardSiddaway/Default.agmnd Aleksandar Nikolic
(http://twitter.com/alexandair ). Thank you for all your feedback and commemlsch have been
incorporated into this document

Also thanks tahose who have followed the blog serigieice | started jtleft comments, reéweeted
each one and generally ena@aged me to keep going.

I hope you findhis consolidated seriesseful.lf you do then ask that you consider making a small
donationto a UK based charithat help the parents of children born with Trach@esophageal
Fistula (TOF) and Oesophageaksitn (OA)You can find out more about this charity through their
websitehttp://www.tofs.org.uk/index.phpand can make a donation here
http://www.justgiving.com/tofs/donate. | know from personal experience what a great job they do.

Thank$
Jonathan

http://jonathanmedd.net
http://twitter.com/jonathanmedd

September2010


http://twitter.com/doctordns
http://msmvps.com/blogs/RichardSiddaway/Default.aspx
http://twitter.com/alexandair
http://www.tofs.org.uk/index.php
http://www.justgiving.com/tofs/donate
http://jonathanmedd.net/
http://twitter.com/jonathanmedd

Contents

oo [FTot i o] o DO PP PP PPPRPPPPI 1
o T =T g o (o] o PP PRR PP PPPPPRRTPPP 6
H2 SENEMAIIMESSAGE ... eee e ettt e e e et e e e s e e e e e e e e e r e e e e e e n e r e e e e e e ane 7
FES GBECOUNLEN.......uetieieeiiee et e e et e et ettt et e e et e e e e e e e e e e e e e s s s e s s e s s s e s s s n e e s s eeess e s ee e e e e e e e et eeeeeeaeeeeeaaeenss 8
HA OUEGTIOVIBW. ...ttt ettt et e e et e et e e e et e e st e e e e b e e e anreee s 9
HD GOEHOTFIX ...t 11
H6 TESICONNECTION. .....eteii ettt e et e e e s b e e e e b e e e e s ab e e e e b e e e e nr s 12
#7 ReseComputerMachinEPasSSWOLA. ..........ccuuviiiiieiiiiii et e e 13
H8 GEEMOUUIE. ...t e e e e e e e e e e e e e e e e e e e as 14
H#9 CheCKPOIRT OMIPULEE......eeeiiiieiiiitie ettt e e s s e e e e e e r e e e e s s n e e e e e s aannes 15
O TS =T 0] 1 0] 01U | (= PP 16
Ao [c (@0 4 0] o U1 (= P 17
VAV g1 (=Y A= o)1 o o PP SERRPRRP 19
HL3 ClEBIEVENTLOD. ... ettt e e s e e e e e e e e e e e e et e e e e e e e e eas 20
O] = 1 0 o] T ST T PTPPPPPPRP 21
HLS STAMION......ceeeeeeeie e 22
KGR 1= A o] o RO PPRPTR 24
HLT RECEIVEIOD. ...ttt ettt e et e e e st e e s e e e e e e ean 26
FL8 REMOVEION . .....eeiiiiiiiete ittt e e e e et e e e e e et e e e e e e e e e e e aane 27
FLO STOPIOD. ... 29
F20 WAIEJOD. ...t s 31
H21 SEIEEIKKIML ...t e et e e e e e e e e e e e nrraeeeeeeaann 33
#22 ENableaCOMPULEIRESIONE. ... e e e e e e e e e e e e e e e e 35
#23 DiSablECOMPUIEIRESIGE. ..ottt e e e e e e et e e e aaaa e e e e e e e e e e s e e e s e e s s s aaasessnnnsennes 36
#24 GetCOMPUIETRESIONEPOINL ... ..uiiiiie ittt e e a e e e e 37
H25 RESIOTBCOMPULET. ...t e e e et e ettt e et e e e e aeeeaeaeaaeaassaassaasaannnnnes 38
H26 NEWWWEDSEIVICEPTOXY ... .eieiieiiiitiei ettt e e e e e e e e s st e e e e e e e ane 39
#27 TestComputerSeCUreCNANNEL........ccc e 41
H28 EXPOHCOUNTEL. ...ttt e e e et e et at e e e e e e e e e eeeenbennaaeeeeeeaeeeeennnnnnnnn s DD
FH29 IMPOTECOUNTRL ...ttt et e e e e e et et e ettt e e e e e e e e eeeeeennbbana e e eeeaeaeeeeennesd 44
#30 ENADIEPSREMIOTING. ....cciiiiiiiiiiiee et e e e e e e e e aeeas 45
FBL ENTEIP SSESSION. ...t ittt e e et e e e e e e e e e e e r e e e e e s e nee e e e e e e A7
H32 EXHP SSESSION......iiiiiiiii ettt ettt et e e e e s s nnnn e e e e e e e nnnneeee s AD



e R =T RS YT Y= (o] o F TR 1

#34 INVOKECOMMMEANT.....eiiiiiiiiii it e e e e e e e e e e e e e e s reeaeeas 50
e L N TN e TST Y T a @ o) i 52
H36 GOIPSSESSION. ...ttt ettt 54
H37 REMOVEP SSESSIONL....cciuiiiiiiitiie ettt e st e e e et e e s e e e e e be e e e s e 56
#38 GetPSSesSIONCONTIGUIALIAN. .......coiiiiiiiiie e e e 58
#39 RegisteP SSeSSIONCONTIGUIATION. ........uuiiiiieiiiiieiee et e e e e e e e 59
#40 SEPSSESSIONCONTIGUIALION. .....eeiiiiieiiiiii it e e e e e 61
#41 DisabldP SSessionCoNfiQUIatiQn.............coooiiiiiree e e e e e e e e e e e e e e 63
#42 EnabldPSSessionConfiguratiOn..............oooiiiiii i 65
#43 UnregistetP SSessioNCONfiQUIAtiON. .........cevviiiiiiiiiceeec e 6.7
#44 SEWSMaNQUICKCONTIG. ... ueeeiiie et e e e e e e eas 69
FA5 CONNEEINVSIVEAN. ... e et e e e e et e e et e e e e e aeaeaaaaaeesssaassaassa s nnnnnnnrnnnes 71
FAB TESIVSIMAN. ... e e e e e et et e e e e e e e e e e e ee b e s 74
HAT INVOKEWSIMANACHION. .....ceeiitiiee ettt ettt et e e e e e e et e e e s nnn e e e e annreees 76
H#48 GeWSMANINSIANCE. ......ccoiiiiiiiiii e d O
F49 NEWWSMANINSTANCE.......uutiiiiiiiiiiei ettt e e r e neeees 80
H#50 SEINVSMANINSTANCE. ... et ee e e e eees 85
#51 ReMOVANSMANINSTANCE........coi i e e et e e e e e e e e e eeeeaeens 87
#52 NeWWSMaNSESSIONOPLION........cci i ettt e e e e e e e e e e e aaeaaeeaaaaeaa e e e s e e e s aaaaaaaanns 89
#53 ENabIANVSMANCIEASSE..........ooiiiiiiii et 91
H54 GEIWSMANCIEUSSE......cciiieiiiitie ettt e e e e s e e e e e e s s eaeeesesnbaeeeeeeeeaannes 93
#55 DisablaANSMaNCIEASSP........coviiiiiiii e a e e e e e e e e e e as 95
H#56 DISCONNEEYVSIMAIN. ....cceiiiiiiiii ittt e e e et e e e e e e e b e e e e e e s nnbeeeaee s 97
HDT IMPOTEP SSESSIONL. ..cciiiiiiietii et e e e e e e e e e e s r e e e e e s anbr e e e e eeeens a8
58 EXPOMP SSESSION. .. ..ttt e e e e e e et eeeeaaeaaaeeaaeeaaeeeasaasaaaaaaanasanrrarerrarrrenrees 100
H#59 SEIPSBIEaKPOINL........uutiiiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e e e e e e s e e e e ————aaaees 102
H60 GEIP SBIEAKPOINL. ...ttt e e e e e e e e e e e e e e e e e et e e e e e e e s e e e e e et e e eeeeeeeeas 104
H#61 DiSabIEP SBIreakPOINL.........iiiiiiiiiie e 105
H#62 ENaDIEP SBEAKPOINT.......eeiiiiiiiiiiiii e e e e e e e s s e e e e e 106
#63 REMOVAP SBIreakPOINT . ......ceiiiiiiiiiiiiie ettt e e e e e e e s st eeeaeeans 107
G @A =T L] (] YU 109
FHB5 NEWEVENTILOQ. ... eeeeieii ettt e e e e e e e e e e b e e e e 111
HB66 LIMIEEVENTLOG. ...ttt e e e e s e e e e e nanreees 113



HO7 REMOVEEVENTLOQ. ... ittt e et e ettt e e e e e e e e e et ee bbb e e e e eaaeeeeenne 115

HB8 SNOWEVENTLOG. ... . eeeeeieeieii ettt e e e s e e e e e e e r e e e e e e 117
H69 GEIWINEVENT......eiiiiiiiii it e st e e e s 119
O gl oY 1Yo LU 1= PR 121
HTL INEWMOUUI ...ttt e e e e e 123
H#72 EXPOAMOTUIEMEMIDE. ... e a e e 125
H#73 NeWMOAUIEMAENITEST ... e 127
H#74 TEeSIMOAUIEMANITEST. ...t e e e 130
HT5 REMOVAMOUUIE ......oeiiiiiiiii ettt s e e e e e 132
A S 0] < @0 ] 0 T 11 | =] RSP 133
A = 0 001 90T 1 0] 01U (=T o S 134
HT8 STAMTTANSACTON . ... .eiiiiie ittt e e e ettt e e e e e e e e e r e e e e s s e bbb e e e e e aaannbrn e e e e e e e annrees 135
H79 COMPIEIETTANSAGDN. ...ttt ie e ettt e e e e e e e e e r e e e e e e s b e e e e e e e s s bbb e e reaeeeeannreees 137
H80 GETTANSACTION.....eeiiteieeiite ittt ettt et e et e e s e e e e s st e e e e s annn e e e s nreee s 139
H8L UNUBTTANSACHIOIL....eteieiitiee ettt e e s e e e s anb e e e e et e e e anneeas 141
HB82 USETTANSACTION. .....eiiieiiiiie ettt ettt ettt e e ek e e e e it e e ek e e e s ab e e e e nne e e e e bb e e e e anneeeeas 143
£ S I Oo] 01V 4 K4 DAY TP TP OPPPPPPTRP 145
FB4 CONVEIFTORC SV, ...ttt e e e e eeeeeeees 146
#85 CONVEItFIORBIINGDALA ... .ceeiieiiiiiiiiii e e e 147
B0 CONVEITOKML. ...t e e e e 148
HB7 GetFOrMAIDALA. .......coie i 150
#88 EXPOHFOIMAIDALA. ... .cceeeie i eie et a e e eenn 152
#89 INVOKAWMIMETNOM. ... 154
#90 REMOVANMIODJECT. ... r e e e e eas 156
HOL SEINVMIINSTANCE. ... .eiiiiiie ettt e e e e e e e e e e et e e e e e e a b e e e e e e e anneees 157
#92 REGISIERVMIEVENL.......eiiiiiii e e e e e e e e e e e e e e e e e e e e e e s e e e e e aaeaaraererreeeees 159
#93 ReQIStEODJECIEVENL. ... .. e e —————— 161
H#94 GEeIEVENISUDSCIIDEL. ... e e e 163
#95 REQISIEENGINEEVENT.....cii ittt e e e e 165
FFOB NBWE VBN ... ettt e e e et e e bbb r e e e e e e e e 167
FOT GBIEVENT ... ettt et e e et e e e e e e e e e e e e e e e e 169
FOB WAIEEVENT.......eeiiee ettt e e e e e e e e e e e eaeas 171
Eeas U €T L] (o A =T o | PSSP 173
FLO0 REMOVAEVENT ...ttt et e bbbt e b e e e e eeeeeeeeeeees 174



o O YT = T2 {0 1ot ST TR 176

#102 DiSAbIP SREMOTING. .....ciiiiiiiiiie ettt e e e e e e e e e e e ann s 178
01 U oo F= L= IR SRR 180
#2104 TraCE OMMEANTL....coiiiiieiitiii ettt e e e e et e e nsb e e e s b e e e e bne e e e anneees 181
H105 SEISHCIMOUE. ...ttt e e e e e e e 183
#106 IMPOrLOCANZEUADALAL.......ceeeiiiiiiiiiii e e e s e e e e e 185
LN [< | Y 1= YOO PPN 187



#1 Get-Random

GetRandom
What can | do with it?

With GetRandom you can either generate a random number, or randomly select objects from
a collection.

Examples:
Generate a random number between 1 and 100.
Get - Random - Minimum 1 - Maximum 101

Select a random object from a collection

$users = 'Rod' , 'Jane' , 'Freddy'
Get- Random $users

Select a random Windows Service
Get- Service | Get- Random
How could | have done this in PowerShell 1.0?

Generate a random number betwel and 100 using .NET.

$randomnumber = New Object System.Random
$randomnumber .next(1,101)

Select a random object from a collection

$users = 'Rod' , 'Jane' , 'Freddy'
$randomnumber = New Object System.Random
$i = $randomnumber .next(0, $users .length)

Susers [ $i ]

How did | decide to begin this series with GRgndom?

Get- Command| Get- Random

-)


http://go.microsoft.com/fwlink/?LinkID=113446

#2 Send-MailMessage

SendMailMessage

What can | do with it?

Send an email message using a specific SMTP server, from within a script or at the command
line.

Example:

Send- MailMessage - To "Joe Bloggs <joe.bloggs@test.local>" - From "Jane Smith
<jane.smith@test.lo cal>"

- Subject  "Reporting Document” - Body "Here's the document you wanted"

Attachment s "C: \ Report.doc"
- SmtpServer  smtp.test.local

How could | have done this in PowerShell 1.0?

You could have used the .NET System.Net.Mail class
FunctionSendMailMessagg)

{ param($Sender,$Recipient,$Attachmgnt
$smtpServeei s mt p. t est . | ocal f

$msg= New-Object System.Net.Mail.MailMessage

$att= New-Object System.Net.Mail.Attachme(®Attachmeny
$smtp= New-Object System.Net.Mail.SmtpClie(ismtpServer
$msgFrom=A $ Sender i

$msgTo.Addfi $ Reci)pi ent fi
$msgSubjec=cfiReporti ng Document i
$msgBody=fiHer e' s the document you wanted. d
$msgAttachments.Addiat)

$smtpSendpmsg

$attDispose();

}

SendMailMessagéjane.smith@test.local' ‘joe.bloggs@test.localR€port.doc’


http://go.microsoft.com/fwlink/?LinkID=135256

#3 Get-Counter

GetCounter

What can | do with it?

Collect realtime performance counter data directly from local or remote computers.
Examples:

Create a list of performance counters available to query in the Memory counter
(Get- Counter - List Set memory).paths

Tip: To find a list of available totevel counters for whiclgou could substitute in for
memoryin the above example you could type this set of commands:

Get- Counter - List Set * | Sort - Object countersetname | Format - Table
countersetname

To retrieve the current Memory Pool Paged Bytes on the remote computer Serverl
Get - Counter - Counter '\ Memory\ Pool Paged Bytes' - ComputerName Serverl
Tip: You can run multiple samples using théaxSampleparameter

Get- Counter - Counter "\ Memory\ Pool Paged Bytes' - ComputerName Serverl
MaxSamples 5

How could | have done this in PowerSHEe1.0?

You could use th&et-WmiObject cmdlet and th&Vin32_PerfFormattedData class to
look at performance data for a remote computer. For example:

(Get- WmiObject Win32_PerfFormattedData_PerfOS_Memory - ComputerName
Serverl ).PoolPagedBytes

You could also se .NET and the System.Diagnostics.PerformanceCounter class to view
performance data

$data = New Object System.Diagnostics.PerformanceCounter
$data .CategoryName = "Memory"
$data .CounterName = "Pool Paged Bytes"

$data .nextvalue()

Thanks to\V\oV/V for the .NET info

Related Cmdlets

ExportCounter

ImportCounter



http://technet.microsoft.com/en-us/library/dd367892.aspx
http://mow001.blogspot.com/2005/12/getting-performancemonitor-info-from.html

#4 Out-GridView

OutGridView.

What can | do with it?

View the output from a command in an interactive grid window.
Any special requirements?

Whilst PowerShell 2.0 itself requires .NET Framework 2.0 with Service Pacls1, thi
particular cmdlet requires .NET Framework 3.5 Service Pack 1.

Examples:

Create an interactive grid view of the list of services running on the machine.

Get- Service | Out- GridView

The resulting output with a filter &indows and sorted bytatusgives yal an idea for
what you can use this for:

¥ Get-Service | Out-GridYiew

Windows x
| @

& Add criteria |

 Stafus | Name

DisplayMame

e AudioEndpointBuilder Windows Audio Endpoint Builder
Stopped  Audiosry Windows Audio
Stopped  idswve Windows Cardspace
Stopped  msiserver Windows Installer
Stopped  TrustedInstaller Windows Modules Installer
Stopped  WesPlugInService Windows Calor System
Stopped  Wacsve Windows Event Collector
Stopped  wudfsve Windows Driver Foundation - User-mode Driver Fra...
Funning Eventlog Windows Event Log
Funning FontCache3.0.0.0 Windows Presentation Foundation Font Cache 3.0.0.0
Running KNTCMA_Primary Monitoring Agent for Windows OS - Primary
Funning KNTCMA_Watchdog Maonitaring Agent for Windows 05 - Watchdog
Funning MpsSve Windows Firswall
Funning W32Time Windows Time
Running WerSve Windows Error Reporting Sarvice
Funmning  Winmgmt Windows Managemant Instrumentation
Running WinRM Windows Remaote Management [W5-Management)
Funning wuaussry Windows Update

Create an interactive grid view of tBgstemlog with the latest 5 entries, selecting only the

SourceandMessageproperties and displaying the Output with a custom title.

Get - Eventlog
Out- GridView - Title

- LogName System

-Newest 5| Select - Object Source,Message |

'System Log'


http://go.microsoft.com/fwlink/?LinkID=113364
http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/get-service

5 System Log =] E3
| Filter ‘ @

= Add criteria |

Source
Microsoft-Windows-GroupPo

EventlLog The system uptime is 350845 seconds. ]
Microsoft-Windows-GroupPolicy - The Group Palicy settings for the computer were processed successfully, New settings from —
service Control Manager The description for Event 1D '1073748360° in Source "Service Caontrol Manager' cannct be fous

Microsoft-Windows-GroupPolicy  The Group Policy settings for the computer were processad successfully. New settings from &

Tip:

| don't recommend using aliases within a script, but this is the kind of cmdlet you are most
likely to use when working at the command line so the alias foiGdidview, ogv, could
come in very handy.

How could | have done this in PowerShell 1.0?

The closest you could probably get would be Ex@8V to give you the data in a CSV file,
which could then be manipulated in a similar fashion to@udView using Excel.

Get- Service | Export -Csv C:\ Scripts \ Services.csv T NoTypelnformation

The CSV file can be opened in Excel using PowerShell:

Invoke -Iltem C:\ Scripts \ Services.csv

10


http://www.jonathanmedd.net/2009/11/powershell-2-0-one-cmdlet-at-a-time-4-out-gridview.html/system

#5 Get-HotFix

GetHotFix.

What can | do with it?

Retrieve hotfixes installed on a local or remote computer
Example:

Retrieve a list of hotfixes installed on Serverl which corfsgourity in their desdption.
Display theDescription, HotfixID andCaption properties.

Get- Hot Fix - Description Security * - ComputerName Server0l
| Select -Object Description,HotfixID,Caption

How could | have done this in PowerShell 1.0?

You could have use@et-WmiObject with the Win32_QuickFixEngineering class.

Get- WmiObject - Class WIin32_QuickFixEngineering - Filter "Description LIKE
'Security %"
- ComputerName Server0l | Select - Object Description,HotfixID,Caption

Funnily enouglGet-HotFix andGet-WmiObject -Class Win32_QuickFixEngineering
look pretty similar when you pipe them throughQ@et-Member ;-)

11


http://go.microsoft.com/fwlink/?LinkID=135217

#6 Test-Connection

TestConnection

What can | do with it?

Send a ping to one or more computers
Examples:

Send a ping to Server01

Test - Connection - ComputerName Server0l

If the result of a ping to Server01 is successful then copy a text file to adrke @i that
server

If (Test - Connection - ComputerName Server01 - Quiet )
{Copy- ltem C:\ Document.txt "\\ ServerO1 \ Fileshare" }

How could | have done this in PowerShell 1.0?
You could have use@et-WmiObject with theWin32_PingStatusclass.
Get- WmiObject Win32_Pi ngStatus - Filter "Address='Server01"

Funnily enoughrestConnectionandGet-WmiObject -Class Win32_PingStatudook
pretty similar when you pipe them throughGet-Member &

You could also have used the .NEystem.Net.Networkinformation.Pingclass

$ping = New Object System.Net.Networkinformation.Ping
$ping .send( 'Server0l' )

Related Cmdlets

RestatComputer

StopComputer

12


http://go.microsoft.com/fwlink/?LinkID=135266

#7 Reset-ComputerMachinePassword

ResetComputerMachinePassword

What can | do with it?
Reset the computer account password for a machine.
Examples:

Reset the computer account password for the current local machine. It's as simple as that!

Reset - ComputerMachinePa ssword

To do the same for a remote machine you will need to use Irf¥okenand to run the
command on the remote machine.

Invoke - Command - ComputerName Server0Ol
- Script  Block { Reset - ComputerMachinePassword }

How could | have done this in PowerShell 1.0?

You oould have done the following.

[ ADSI] $computer = "WIinNT://WINDOWS2000/computername$”
$computer .SetPassword( "computername$" )

More commonly you might have used the netdom command line tool to do this.
netdom reset 'machinename’ /domain:'‘domainname

Or you migh have used Active Directory Users and Computers GUI tool,-dlijtked the
computer account in question and choReset Account

13


http://go.microsoft.com/fwlink/?LinkID=135252

#8 Get-Module

GetModule

What can | do with it?

PowerShell 2.0 introduces the concept of modules; essentially they are the evolution of snap
ins from PowerShell 1.0. There are some great videos below by Bruc¢éeRmegOsama

Sajid from the PowerShell team both introducing and demonstrating how to use modules:
(Thanks Shay

Episodeoneintroduces Modules and discusses comparisons withé&tsad

Episodetwo demonstrates how to use Modules.

Episodethreeillustrates how to develop script and binary Modules

Example:

Retrieve all the modules on the current system which could be imported into the current
session

Get- Module - ListAvailable
How could | have done this in PoweBhell 1.0?

You could have used the GeESnapin cmdlet to see which sAap were available to use.
To see snajns available in the current session:

Get- PSSnapin

To see snains available to add to the current session use the Regiptmateter
Get- PSShapin - Registered

Related Cmdlets

Import-Module

NewModule

RemoveModule

14
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http://edge.technet.com/tags/BP2
http://edge.technet.com/tags/BP3

#9 Checkpoin t-Computer

Checkmint-Computer

What can | do with it?

Create a system restore point on, X#staor Windows 7systems
Example:

Create a system restore point called-RegistryChange
Checkpoint - Computer - Description "Pre - RegistryChange"
How could | have dore this in PowerShell 1.0?

You could have used tigystemRestoreVMI classand theCreateRestorePointmethod

$SystemRestore = [wmiclass ]"\\.\root \ default:systemrest ore"
$SystemRestore .CreateRestorePoint( "Pre - RegistryChange" , 0, 100)

Related Cmdlets

Add-Computer

GetComputerRestorePoint

RemoveComputer

RestatComputer

RestoreComputer

StopComputer

15


http://go.microsoft.com/fwlink/?LinkID=135197
http://msdn.microsoft.com/en-us/library/aa378951%28VS.85%29.aspx

#10 Restart -Computer

RestatComputer

What can | do with it?

Restart a local or remote computer

Example:

Immediately restart the computer Server0O1.

Restart - Computer - ComputerName Server0l - Force
How could I have done this in PowerShell 1.0?

You could have used th&in32_OperatingSystemWMI Classand thewWin32Shutdown
method.

(Get- WmiObject - Class Win32_OperatingSystem
- ComputerName ServerOl ).Win32Shutdown(2)

Alternatively the Systinternals toBISShutdowrrould be used to restart a local or remote
computer.

Related Cmdlets

Add-Computer

CheckpoirtComputer

RemoveComputer

RestoreComputer

StopComputer

16
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#11 Add-Computer

Add-Computer

What can | do with it?
Join a local computer to a domain or workgroup
Example:

Join the current computer to the Test domain, place the computer account irvére S&r
and use th&estatComputercmdlet to reboot the computer to complete the psoces

Add- Computer - Domain Name Test
- OUPath 'OU=Servers,DC=test,DC=local' ; Restart - Computer

How could | have done this in PowerShell 1.0?

You could have used thWwin32_ComputerSystemWMI Classand the
JoinDomainOrWorkGroup method

This scriptfrom the Poshcode script repositalfustrates how you might use this method to
join a computer to a domain.

function Set - Domain {
param( [  switch ]$help ,
[ string ] $domain =$( read - host "Please specify the domain to

join" ),
[ System.Management.Automation.PSCredent ial ] $credential = $( Get-
Credential )
)
$usage = ""$cred = get - credential 'n"
$usage += "Set - AvaDomain - domain corp.avanade.org - credential “$cred ' n"

if ($help ){ Write -Host $usage ;exit}

$username = $credential .GetNetworkCredenti al().UserName
$password = S$credential  .GetNetworkCredential().Password
$computer = Get- WmiObject Win32_ComputerSystem

$computer .JoinDomainOrWorkGroup(  $domain , $password , $username , $null

3)
}

Alternatively you could use the command lineltoetdom to join a computer to a domain:

NETDOM /Domain:Test /user:adminuser /password:apassword MEMBER
Server01 /JJOINDOMAIN

Related Cmdlets

CheckpoirtComputer

RemoveComputer
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RestatComputer

RestoreComputer

StopComputer
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#12 Write -EventLog

Write-EventLoqg

What can | do with it?
Write an event in a Windows Event Log on a local or remote machine.
Example:

Write an Error event into the Application log on S&@4 with source CustomAppl, EventID
8750 and Error Message.

Write - EventLog - ComputerName ServerOl - LogName Application
- Source  CustomAppl -EventlD 8750 - Entry Type Error
- Message "CustomAppl has experienced Error 9875"

How could | have done this in Poweshell 1.0?
You could have used the .NESlystem.Diagnostics.EventLatpss. Richard Siddaway has

put together @reat functiorwhich uses this class to make it easy to write to the Event Log
using PowerShell 1.0.

function Write - EventLog

{

param ([ string ] $msg = "Default Message" ,[ string ] $type ="Informatio n")
$log = New Object System.Diagnostics.EventLog

$log .set log( "Application" )

$log .set_source(  "CustomAppl" )

$log .WriteEntry(  $msg, $type )

}

You can then use the function like this

Write - EventLog "CustomApp1l has started” "Information”
Related Cmdlets

ClearEventLog

Limit-EventLog

New-EventLog

RemoveEventLog

ShowEventLog

GetWinEvent
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#13 Clear-EventLog

ClearEventoq.

What can | do with it?

Clearthe Event Log on a local or remote computer.

Example:

Clear the Application Event Log on the remote computer ServerO1
Clear - EventLog - LogName Application - ComputerName Server01

How could I have done this in PowerShell 1.0?

You could have used theet-EventLog cmdlet and th€lear method of the

System.Diagnostics.EventLog object it genera{@kte: this would only work on a local
computer)

$ApplicationLog = Get- EventLog -list | Where-Object {$ _.log -eq
"Application” }
$ApplicationLog .Clear()

Related Cmdlets

Limit-EventLog

New-EventLog

RemoveEventLa

ShowEventLog

Write-EventLog

GetWinEvent
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#14 Start -Process

StartProcess

What can | do with it?

Start a process on the local computer.
Examples:

Start an instance of Notepad

Start - Process Notepad

Open the file Test.txt using its associatpglecation Notepad

Start - Process C:\ Scripts \ Test.txt
How could I have done this in PowerShell 1.0?

You could have used the .NEBlystem.Diagnostics.Procedass and th&tartmethod.

[ System.Diagnostics.Process ] Start ("Notepad" )
and to open a specific file with Notepad
[ System.Diagnostics.Process ]:: Start ("Notepad" , "C: \ Scripts \ Test.txt" )

Alternatively you could have used WMI and this option would also give you the ability to
start a process on a remote computer.

([ WMICLAS$"\\ Server01 \ ROOTCIMV2:win32_process" ).Create( “"Notepad" )
Related Cmdlets

StartService

GetProcess

StopProcess

Wait-Process

DebugProcess
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#15 Start -Job

StartJob
What can | do with it?

Start a background job on the local computer. This allows you to take back yooiecons
session whilst you wait for the job to complete.

Examples:

Start a background job to run Ggervice on the local computer.

Start -Job - ScriptBlock { Get- Service }

This will display thestatus of this job in your current session and allow you to continue
working in the sessionthen retrieve the results at a later time.

B adrninistrator: Windows Powershell
's Cisy Start-dob —ScriptBlock {Get-Serviced

Hame State HasHoreData Location Command

Johil Running True localhost Get=Service

You could also start a background job with a script, not just a scriptblock or a command.

Start -Job - FilePath .\ Test.psl

B administrabor: Windows PowerShell
5 GCiwd Btart—Job -FilePath .“Test

Hame

Johll oc st Write—Hozt "Hello World"

To start a background job on a remote computer usédgid®b parameter available on a
number of cmdlets.

(Tip: to find out which cmdlets have th&sJob parameter use Gdelpto give you a list

Get- Help * - Parameter AsJob

)
So to start a job to fohservices on the remote computer Serverl

Get- WmiObject Win32_Service - ComputerName Serverl - AsJob
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B adrninistrator: Windows Powershell

Get=Hmilhject WinidZ _Service =ConputerHans LServerd =fsdob

Hame State HasMHoreData Location Command

doh¥ Running False Serverd Get-iHIl0hject

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell sessimowhilst you waited for a command to complete in your current session.

Related Cmdlets
GetJob
ReceiveJob
Wait-Job

StopJob

RemoveJob

Invoke-Command
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#16 Get-Job

GetJob

What can | do with it?

Get background jobs from the current session as objects.
Examples:

Get background jobs from the current session.

Cet - Job

= administrator: Windows Powershell

HasHoreData Location Command

Stopped & Weite—Host "Staert™...
Fuwnm ing g 2 Get—WHIObject

Get background jobs from the current sessidrich contain th&etWmiObjectcmdlet.

Get-Job - Command" Get- WmiObject "

= administr ator: Windows Powershell

Pa Gis} Get=Job =Conmand ""Get-WRAIObject™

Hane State HasHoreData Location Connand

Joh¥ Failed False Serverl Get-WHIObject

Store a job in a variable and examine its methods and properties.

$job = Get-Job - Command" Get- WmiObject "
$job | Get- Member
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ows Powershell

mmand “Get—WHIObject™
|:E t—Member

TypeMame: Microsoft.Powerihell . Commands . PEWmidolb

Memberl ype Definitian

spose Met hod

Eguals Met hod boal Egua

GetHazhCode Met hod int GetHa

GetType Met hod (

upJuh Met hod

Met had S L Lngl
Propesty 1% : Generic.IList*1
Propesty ring Command {get:}
Property ~Management .Automat ion.
Prupurty .Hnuduumuul Automation .
Property .Threading.WaitHandle Finis
Property Boolean urubntn {get;}
Propesty Int32 Id et ;
Propesty Guid |||..1..:|.|||_|=||.1. {get;}
Propert -Management .Automat ion.Joh8t
Propert Stweing Location {get;l
Proper String Mame {get;zet;}
Prope MHanagement .Automation.PShat
Prope Management .Automat ion . PShat
Propeet y Steing StatuzMe ge tgetil
Propert Managemant .Automat 1on . PShat
]::r"u].u-_' Managemant .Automat 1on . PShat
SeriptProperty LObject State {get=5thi=z.Jab

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets
ReceiveJob
Wait-Job
StartJob

StopJob

RemovelJob

Invoke-Command
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#17 Receive-Job

ReceiveJob

What can | do with it?

Retrieve the results of a background job which has already been run.
Example:

Retrieve the results for the job with ID 1 and keep them available for retrieval again. (The
default is to remove them)

Receiv e-Job -1d 1 -Keep

= administrator: Windows PowerShell
w3 EeEt=Jah

Hame Gtate HasHoreData Location Command

Johd Conpleted Troe localhkost Write=-Hozt ""Start™

w2 Beceive=doh =Id 1 Heep

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cndlets
GetJob
Wait-Job
StartJob
StopJob

RemovelJob

Invoke-Command
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#18 Remove-Job

RemoveJob

What can | do with it?

Remove existing background jobs from the current session.
Examples:

Remove the job with ID 1.

Remove-Job -Id 1

I administrator: Windows Powershell

State HazsMoreData Locat ion Comnmand

Completed True localhost Write-Host '""Start™

Use theGetJobcmdlet to retrieve all jobs and pipe it through to Remaode to remove them
all.

Get-Job | Remove- Job

X Administrabor Windows PowerShell
FE Giwl Get—Joh

Hame

Joh3 Comp 1

JohS Comp ].r‘h‘ d  True

%2 Get—Joh | Remove—Joh
£ Get—Joh
S

How could | have done this in PowerShell 1.0?

The concept of jobs dinot exist in PowerShell 1.0. You would have needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets

GetJob
ReceiveJob
Wait-Job
StartJob

StopJob

27


http://go.microsoft.com/fwlink/?LinkID=113377
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-job
http://www.jonathanmedd.net/2009/12/powershell-2-0-one-cmdlet-at-a-time-18-remove-job.html/remove-jobget-job

Invoke-Command
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#19 Stop-Job

StopJob

What can | do with it?
Stop background jobs which amgnning in the current session.
Examples:

Stop job with id 13.

Stop-Job -1d 13

HasHoreData Location Command

Johld Running I'rue localhost cintest . psl

itop=doh =id 13
Get=doh

Haire State HaszsHoreData Location Command

Johld Stopped True localhost cintest . pel

Retrieve all current jobs and stop them all.

Get-Job | Stop - Job

IWH —EECUPSEeY
state HazsMorelata Location Command

Runnming True localhost dir —path c:s® —recurse

Harme= State HazsHoreData Location Command
Johidh Runming True = = dir —pe NN —ERCUrsE

Johdld Runming True = 5 start
dohil Kunming True of -} start

Get=Joh | Stop=doh
» Get=Joh

Hame State HazsMoreData Location Command

dohih Gtopped L localhost dir -path cisw® “recurse
dohdd Stopped ‘alze lnca ] »
Johdl Stopped alze localhost

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. You whalg needed to open an extra
PowerShell session whilst you waited for a command to complete in your current session.

Related Cmdlets
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GetJob
ReceiveJob
Wait-Job
StartJob

RemovelJob

Invoke-Command
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#20 Wait -Job
Wait-Job
What can | do with it?

Wait for a background job to complete in the current sessifmmeébeeturning the prompt to
the user.

Example:

Wait for jobs 3739 and 41 to finish, but use tAay parameter to only wait for the first one.
You can see when first initiated the cursor does not return to the prompt.

I adrninistrator: Windows Powershell

a Gy Start-dJdob {dir -path cise —precursed

LET T State HazsMorelata Location Command

Joh41 RBunning True localhost dir =-path cis®¥ —pecurse

i Giwd Get=Joh
Hame Gtate HazMoreData Location GCommand
Johdl Running True

Joh39 Running True
Joh3? Running True

P58 C:is: Wait-Jobh -id 37,.37.41 —Any

As soon as one of those jobs coetps the cursor returns the prompt. We then usédfie
Jobcmdlet to confirm that even though Job 41ti$ sinning we have been given the prompt
back.
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= adn rator: Windows Powershell

start—Joh {dir —path cise —precursel
Hame State HasMoreData Location

Joh41 Running True localhost ir W CPEOUPSE

Hame State HasMoreData Location Command

Joh4l Running True localhost dir —-path ocis® —recurse
3]
4]

Johd? Running True localhost start-sleep 18

Jahd? Running True localhost start-zsleep
w2 Wait-doh -id 37.39.41 -Any

Hame Gtate HasMoreData Location Command

Johd? Completed False localhost start-zsleep

w» Get=Joh
Hame State HazMoreData Location Command
Johdl i i Trum loca i EhE =prRCUran

Jdohd? G it Fa loca
Jahd? C st False loca

How could | have done this in PowerShell 1.0?

The concept of jobs did not exist in PowerShell 1.0. Waiting for a command to complete
before having the prompt returned to the user was standard behaviour.

Related Cmdlets

GetJob
ReceiveJob

StartJob

StopJob

RemovelJob

Invoke-Command
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#21 Select-XML

SelectXML

What can | do with it?

Search for text in an XML document using)dAath query
Example:

Example.xnl

=7xml version="1.0" standalone="yes" 7=
- «=shop location="Birmingham" size="Large">
- «food=
<Mame=Apple</MNamez=
=typexfruit</type=
<costx18</costs
=/food=
- «food=
zMame=Carrot</Mame=
<typexvegetable</typex
<oost=10</costs
< /foodz=
=/shop=

From the file Exampleml search with the XPath quefshop/food

Select - XML - Path example.xml - Xpath "/shop/food”

B adrinistrator: Windows PowerShell
Fath exanple.xml =KPath “shopsFood™

Fath Pattern

LCisexanple . xnl ahopsFood
Cisexanple . xnl SahopsFood

You'll notice this hasn't returned any actual data from the XML file rather details of the
search carried out and two matches. Thisecause SeleML returns a SelectXMLInfo
Object, illustrated below by piping the same command teNG&ehber.
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= administrabor: Windows PowerShell

Path example.xml —-dPath “"/shopstfood” | Get—Member

TypeHane: Microsoft.PowerShell.Commands . Selectimlinfo

LETTS Memherlype Uefinition

Equals Hethod hool Egua
Meithod
1 d

To retrieve the resultpipe the SelectXMLInfo object through to Sel€xject and use the
ExpandProperty parameter.

Select - XML - Path example.xml - Xpath "/shop/food"
| Select -Object - ExpandProperty Node

dows PowerShell
&ML —Fath example.xml —-KFath “"/shopstfood"” | Select-0Object -ExpandProperty Hode

L ype cost

Fruit 15
vegetable id

How could | have done this in PowerShell 1.0?

You could have used the GEbntent cmdlet to read the Example.xml file in as text,
converted it to an XML type using [XML] and then used tlkeéeBtNodes method to retrieve
the data.

[ xml] $xml = (Get- Content example.xml )
$xml .SelectNodes(  "/shop/food” )

istrator: Windows Powershell

[xml 15xm]l = (Ge ntent exanple.xml}
Suml.SelectMode ‘shopsFood™»

e

Fruit

vegetabhle

Related Cmdlets

ConvertToXML
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#22 Enable-ComputerRestore

EnableComputerRestore

What can | do with it?

Enable the System Restore feature on the specified drive.
Example:

Enable System Restore on the local C drive.

Enable - ComputerRestore - Drive "C; \"

How could I have done this in PowerShell 1.0?

You could have used ti&ystemRestoreVMI classand theEnable method

$SystemRestore = [wmiclass ]"\\.\root \ default:system restore"
$SystemRestore .Enable( "c: \")

Related Cmdlets

DisableComputerRestore

GetComputerRestorePoint

RestoreComputer

RestatComputer
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#23 Disable -ComputerRestore

DisableComputerRestore

What can | do with it?

Disable the System Restore feature on the specified drive.
Example:

Disable System Restore on the local C drive.

Disable - ComputerRestore - Drive "C: \"

How could I have done this in PowerShell 1.0?

You could have used tigystemResbre WMI classand theDisable method

$SystemRestore = [wmiclass ]"\\.\root \ default:systemrestore"
$SystemRestore .Disable( "c: \")

Related Cmdlets

EnableComputerRestore

GetComputerRestorePoint

RestoreCompuer

RestatComputer
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#24 Get-ComputerRestoreP oint

GetComputeRestorePoint

What can | do with it?
List available System Restore points on the local machine.
Example:

List the available System Restore points on the current machine.
Get - ComputerRestorePoint

PE C:wr Get—ComputerRestorePoint

‘ointType

|]J. -]

Update

191128879 7 Wi Update
23-11-2889 B Wi Update
28112887 @9 H Win Update
J@-11-2889 Wi Update
31228879 B& i Update
Update

Update

Update

ys Update

17-12-2089 2 3 :58 Windows Update

& A
e e
4 00 B0 00 00 00 00 €

How could | have done this in PowerShell 1.0?

You oould have used theetWmiObjectcmdlet with the Rodbefault namespace and the
SystemRestor€lass

Get- WmiObject - Namespace root \ default - Class SystemRestore

Funrily enough GeComputerRestorePoint aktWmiObject-Namespace roaefault-
Class SystemRestore look pretty similar when you pipe them through-tdeBeer &

Related Cmdlets

EnableComputerRestore

DisableComputerRestore

RestoreComputer

RestatComputer
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#25 Restore -Computer

RestoreComputer

What can | do with it?
Run a system restore on the local machine.
Example:

Restore the local computer to restore point 101 and then uBestemiComputercmdlet to
reboot it

Restore - Computer - RestorePoint 101
Restart - Computer

How could | have done this in PowerShell 1.0?
You could have used ti&ystemRestoreVMI classand theRestoremethod You could

then use th&et-WmiObject cmdlet, theWin32_OperatingSystemclassand theReboot
method to restart the machine.

$SystemRestore = [wmiclass ]"\\.\root \ default:systemrestore"
$SystemRestore .Restore( "101" )
(Get- WmiObject Win32_OperatingSystem ).reboot()

Related Cmdlets

EnableComputerRestore

DisableComputerRestore

GetComputerRestorePoint

RestatComputer
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#26 New-WebServiceProxy

New-WebServiceProxy

What can | do with it?
Make use of an available web sewvi
Examples:

The websitéttp://www.webservicex.ndtas a number of available web services which you
can use with the NewWebServiceProxy cmdlet.

Find the current weather for Southampton, UK.

$weather = New WebServiceProxy
- URI "http://www.webservicex.net/globalweather.asmx?wsdl"
$weather .GetWeather( 'Southampton' , 'United Kingdom' )

ather = Hew—WebServicel'roxy —uri “http:ss wehservicex. netsglobalveather  asmx?wsdl"
ather GetWeather{'Southampton®,. "United Kingdom®>
on="1.8" encoding="utf-16"7»
thew>
tthampton # Weathe ntre, United Hingdom CEGHI» S8=54H BR1-=244 AM{ALocationX
2HaY rk A # BY.12.23 1258 UTCLATime >

Note: to find what cities were available within the UK to query | used the
GetCitiesByCountry method.

$weather .GetCi tiesByCountry(  'United Kingdom' )

Find the location for the UK postcode SW1A.

$postcode = New WebserviceProxy
- URI "http://lwww.webservicex.net/uklocation.asmx?wsdl"
$postcode .GetUKLocationByPostcode( 'SW1A")

Thttp: v wehservicex netAuklocation.asmx?wsd 1"
By

] H[l;t-aE et

Return the words from Bible verse John, Chapte3, 16.

$bibleverse = New WebServiceProxy
- URI "http://www.webservicex.net/BibleWebservice.asmx?wsdl"
$bibleverse  .GetBibleWordsByChapterAndVerse( ‘John' ,'3" ,'16' )
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shihleuerce = Hew-UshierviceProxy —uri “ktt I YL - '|M'hrnr trh et Hibleebooreices . apmefusd]l"
'16°

leverse . Get Bihlebords ByChapterindle s T Ju i *

sl za loved the world, that he gove hiz enly hegotten Sen. that whozoesse hel sxth in him zhowuld
varlaszking Life. < BibLeMWords ¥

There are many more web services available tntpi//www.webservicex.nathich are fun
to try out. You also may find other available wsdyvices on the Internet or within your own
organisation.

How could | have done this in PowerShell 1.0?

Lee Holmes from the PowerShell team has pgéether &ConnectWebService scripyou can
use when working with PowerShell 1.0 to make use a web service. By using this script you
can follow a similar procesto the earlier examples.

$weather = .\ Connect - WebService.psl
"http://lwww.webservicex.net/globalweather.asmx?wsdl"
$weather .GetWeather( 'Southampton’ , 'United Kingdom' )

| reckon that's about 100 lines of code in a script down to one nice easy cmdletsiigen u
the NewWebServiceProxy cmdlet. Nice!
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#27 Test-ComputerSecureChannel

TestComputerSecureChaah

What can | do with it?

Test the secure channel between the local computer and the domain and optionally fix if
necessary.

Example:

Test the secure channel on the current computer

Test - ComputerSecureChannel

Note: this will return doolean valuef True or False as seen below; if you wish for more
detailed information use th&erbose parameter.

I administrator: Windows PowerShell

PE Gingy Test-ComputerSecureChannel | Get-Member

TypeMame: Syztem.Boolean

HemherType Defdinition

Method int Comp . Object ohj?,. int Comparelofthool walue?
Method honl ATE hject ohj?. bonl Eguals<{honl ohj?
: Method int
Method type
» Method System.Ty ode GetTypeCoded?
Method atring Toltringd?, string TobString{Syztem. | FormatProvider providers?

If the result is False then you can attempt to fix the problem by usingépair parameter.

Test - ComputerSecureChannel - Repair

How could | have donethis in PowerShell 1.0?

The best way to do it would have been usingNetbom command line tool.
Test:

netdom verify ServerO1 /domain:test.local

Repair:

netdom reset ServerO1 /domain:test.local

Related Cmdlets

Checkmint-Computer

RestatComputer
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StopComputer

ResetComputerMachinePassword
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#28 Export -Counter

ExportCounter

What can | do with it?

Take performance objects generated from@eeCounteror Import-Countercmdlets and
export them as log filetNote: this cmdlet requires Windows 7 or Windows Server 2008 R2
or later.

Examples:

Retrieve some memory performance data from the local machine and export it to thelstanda
Performance Monitor output file BLG.

Get- Counter '\ Memory\ Pool Paged Bytes' - MaxSamples 10 |
Export - Counter - Path C:\ Memory. blg

You can also output directly to two other format types, CSV and TSV.

Get- Counter '\ Memory\ Pool Paged Bytes' - MaxSamples 10 |
Export - Counter - Path C:\ Memory.csv - FileFormat Csv

How could | have done this in PowerShell 1.0?

In the GetCountempost | showed an example using .NETdtrieveperformance data, but it
would only return one result at a time, so not a lot of point to extract to a log file.

$data = New Object System.Diagnostics.PerformanceCounter
$data .Catego ryName = "Memory"
$data .CounterName = "Pool Paged Bytes"

$data .nextvalue()

You could run the final command multiple times and output to a text file, but still not a
particularly nice solution.

for ($i =1, $i -le 10; $i ++){ $data .nextvalue() | Out- File testt xt -Append}
Alternatively from the Performance Monitor GUI you could create a Data Collector Set to
save performance data into a BLG file. You could then usBé®g.exdool to convert the
BLG file into CSV or TSV.

Related Cmdlets

GetCounter

ImportCounter
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#29 Import -Counter

ImportCounter

What can | do with it?
Create objects by importing performance data in BLG, CSV or TSV files.
Example:

Import as objects data in a BLG file previouskported fronExportCounteror the
Performance Monitor GUI.

$performancedata = Import - Counter -Path Memory.blg
How could | have done this in PowerShell 1.0?

To manage performance data contained in a BLG file you could have used the Performance
Monitor GUI to import it and view the contents.

Related Cmdlets
GetCounte

ExportCounter
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#30 Enable-PSRemoting

EnablePSRemiting

What can | do with it?

Configure a computer to be enabled for PowerShell remdfipg.Make sure you run this
cmdlet from an elevated process.

Example:

Configure the computer Test01 to be enabled for PowerShell remoting.

Enable - PSRemoting

This will produce output similar to the below; note the command was run on a Windows
Server 2008 64it system

X Administrator Windows PowerShell

WinRH Quick Conf on ) ) 3 . .
zommand 'S WaManQuickConfig" to enable this machine for renote managenent through WinAH

or restarting Cif already started? the WinAHM service
nRH ce - au tart
ner to accept ests on any IF address
1 exception for WE-Management traffic (Ffor http onlyl.

[H] Ho [L] Ho to All [%] Suspend [?] Help {default iz "¥"3>: A
up to receive requests on this machine.
d for rem nagenent .
r on HITP:r 7% to accept Wi-Man requests to any IF on thisz machine.
ion enabled.

Conf irm
ik au

ion configuration
onConf iguration
icrosoft . Poverfhe 1132

h
[H] Ho [L] Ho to All [5] Suspend [?] Help {default iz "¥"2>: A

You will notice from the output that it runs two other PowerShell 2.0 cmdlets, Set
WSManQuickConfig and Regist&SSessionConfiguration. The bel¢taken from
PowerShell help) gives a great summary of what each will do in this instance.

-- Runs the Se?WSManQuickConfig cmdlet, which performs the following tasks:
----- Starts the WinRM service.

----- Sets the startup type on the WinRM service toofaitic.

----- Creates a listener to accept requests on any IP address.

----- Enables a firewall exception for Wianagement communications.

-- Enables all registered Windows PowerShell session configurations to receive instructions
from a remote computer.

----- Registers the "Microsoft.PowerShell" session configuration, if it is not already
registered.

----- Registers the "Microsoft.PowerShell32" session configuration dmt@bmputers, if it
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is not already registered.

----- Removes the "Deny Everyone'ttieg from the security descriptor for all the registered
session configurations.

----- Restarts the WinRM service to make the preceding changes effective.

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you woul have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

DisablePSRemoting

GetPSSessionConfiguration

EnablePSSessionConfiguration

DisablePSSessionConfiguration

ReqisterPSSessionConfiguration

SetPSSessionConfiguration
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#31 Enter -PSSession

EnterPSSession

What can | dowith it?

Open an interactive PowerShell session with a computer which has been enabled for
PowerShell remoting.

Example:

Open a session with the server TestO1 and see which services begin with the letter T.

Enter - PSSession - ComputerName TestO1
Get- Service | Where- Object {$_.name -like 'T* }

You will notice that the prompt has changed to

[testO1]: PS G>

which helpfully shows you which server you are running the remote session on.

2 Administrator: Windows PowerShell

[testA11: PS C:x» Get—Service | Uhere—-0Object <{5_.name —like *'T='2>

Mame DizplayMame
Running TapiSeu Telephony
Stopped TBE TPM Baze Services
Running TermService Terminal Services
Stopped Themes Themes
Stopped THREADORDER Thread Ordering Servep
Running Trklks Diztributed Link Tracking Client
Stopped TrustedIinstaller Windows Modules Installer

[test@11: PS C:x2

How could | have done this in PowerShell 1.0?

Remoting did not exist in ReerShell1.0; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

GetPSSession

Exit-PSSession

RemovePSSession

Invoke-Command
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#32 Exit -PSSession

Exit-PSSession

What can | do with it?

Exit an interactive PowerShell session that has been opened on a computer which has been
enabled for PowerShell remoting.

Example:

Leave an interactive PowerShell seasigth a computer which has been enabled for
PowerShell remoting.

Exit - PSSession

You will notice that the prompt has changed back from
[testO1]: PS G>

to simply

PS Cy>

1= administrator: Windows Powershell

[test@11: PS5 C:x>» Exit—PS5S5ession

PSS Cane

Tip: When in an interactive remote session you can also jusEipeo finish the session.
How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSessin

GetPSSession

EnterPSSession

RemovePSSession

Invoke-Command
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#33 New-PSSession

New-PSSession

What can | do with it?

Establish a persistent connection to a computer that has been enabled for PowerShell
remoting.

Examples:
Establish a persistent remote PowerShell connection to TestO1 and store it in the variable

$sessionThen use th&nterPSSessioemdlet with theSessiorparameter to use that
session.

$session = New PSSession - ConputerName Test01l
Enter - PSSession - Session $session

You can also open multiple sessions via different methods:

Open sessions to Test01, Test02 and Test 03.

$sessionl , $session2 , $session3 =
New PSSession - ComputerName Test01,Test02,Test03

Or if you have tk servers stored in a csv file.

$sessions = New PSSession - ComputerName (Get- Content servers.csv )
How could I have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactiveession on a remote server.

Related Cmdlets
GetPSSession

EnterPSSession

Exit-PSSession

RemovePSSession

Invoke-Command
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#34 Invoke -Commmand

Invoke-Command

What can | do with it?
Run commands on local or remote computers and return the results.
Examples:

Establish a persistent remote PowerShell connection to TesittgNew-PSSessioand
store it in the variabl&session Then return the results for whiskrvices begin with T.

$session = New PSSession - ComputerName Test01l
Invoke - Command - Session $session - ScriptBlock
{Get- Service | Where- Object {$_.name -like T }}

You can see that the results contain a proge&@omputerNamethat shows which server
theresults came from.

B adrinistrator: Windows Powershell

$sezsion = Mew-PiSession -ComnputerMant Test@l ) ) . )
Invoke—Command —Session Ssession —ScriptBlock {Get—fervice | Where—Ohject {7_.name —like "T#"33}

Hame DigplayHane PEComputerHane

TapiSwye Telephony
TEBS

TPH Base Services
TermnService Terninal Services
Themes Thenes test@l
THREADORDER Thread Ordering Server testll
Trkiks Dizstributed Link Trackimg Client test@l
Trustedlnstaller Windows Hodules Installer testBl

You don't need to stretch your imagination too far to see how this could quickly become
extremely powerful. Imagine instead that you used-PSSessioto make sessions to 100
servers stored in a csv file and run the same command to all of those servers. The change in
the code would be very small.

$sessions = New PSSession - ComputerName (Get- Content servers.csv )
Invoke - Command - Session $sessions - ScriptBlock
{Get- Service | Where- Object {$_.name -like 'T* }

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to ukemote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

GetPSSession
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EnterPSSession

Exit-PSSession

RemovePSSession
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#35 New-PSSessionOption

New-PSSessionOption

What can | do with it?

Create a new object with advanced session settings to be used when opening PowerShell
remoe sessions.

Examples:

Show the possible options which can be set with {IRS&essionOption

New PSSessionOption

B Administrator: Windows PowerShell

PE C:=%2> Mew—PSSessionOption

MaximumConnectionRedirectionCount 5
MoCompression Falze
MoMachineProfile Falze
ProxvAccessType Mone
ProxyAuthentication Megotiate
ProxuyCredential

SkipCACheck False
SkipCHCheck Falze
SkipRevocationCheck False
OperationT imeout 88:83:-608
MoEncryption False
U=z=elUTFi6 False
Culture

UICulture

MaximumBeceivedDataSizePerCommand
MaximumRBReceivedObjectSize
ApplicationArguments

OpenTimeout 88:83:-668
CancelTlimeout A@:01:-88
IdleTimeout B80@:-081:808

PS C:ne o

Set some advanced session options vig#essionoptionyariable and use them to make a
remote PowerShell connection.

$sessionoptions = New PSSessionOption
- IdleTimeout 600000 - NoCompression - NoMachineProfile
New PSSession - ComputerName Test01 - SessionOption $sessionoptions

Notice the difference from the default in the options which have been set.
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sionlption —ldlelimeout LHEEEE —Molompression —HoMachinelProfb ile

L

True

True
Toone

Hegotiate

ionT imeowt
tion

ion ~ComputerMame TestBl -8 ionOption % ionoptionsz

ComputerMams State Conf igurationName Availability

test@l Opened Microzoft.Powerfhell Available

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

EnterPSSession

InvokeeCommand
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#36 Get-PSSession

GetPSSession

What can | do with it?

Retrieve remote PowerShell sessions created in the current session.
Examples:

Get all current sessions

Get - PSSession

= administrator: Windows Powershell

PSS C:=%> Get—PS5Session

ComputerHame Conf igurationName Availability

1 Sessionl Microsoft.PowerShell Availahle
2 Session2 test@l Microsoft.PowerShell Availahle
3 Session3d test@l Microsoft.PowerShell Availahle

P3 C:=n>

Get sessioB.

Get- PSSession -1d 3

3 Administrator: Windows PowerShell

PS C:x> Get—-PS5S5ession —Id 3
ComputerMame

3 Session3

PS C:v> _

Get all sessions open with TestO1. (Not well illustrated in this screenshot since there is only
one server with sessions open, but you get the idea)

Get- PSSession - ComputerName Test01

2 Administrator: Windows PowerShell

PS C:=%> Get—P3S8ession —ComputerMame TestHl
ComputerMame Conf igurationMame Availability
1 Sesszionl Microzoft.PowerShell Available

2 Se=sion2 testHl Microsoft.PowerShell Availahbhle
3 Session3 testHl Microsoft.PowerShell Availahle

PS C:=n2
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How could | have done this in PowerShell 12

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

EnterPSSession

Exit-PSSession

RemovePSSession

InvokeeCommand
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#37 Remove-PSSession

RemovePSSession

What can | do with it?
Close a remote Powghell session which is open in the current session.

Examples:

Establish a persistent remote PowerShell connection to TestOINsmmBSSessionreturn

the results for which services begin with T, then remove that session. Finally confirm the

session has been removed by runridetPSSessioand seeing no results.

New PSSession - ComputerName Test0l

Invoke - Command - Session (Get- PSSession -1d 1)

- ScriptBlock {Get- Service | Where- Object {$_.name -like T }}
Remove- PSSession -1d 1

terHane Testhl
ComputarHann State Conf igurat ionMams Availahility

1 Sessdonl testAl Orpe e Microsoft . PowerShe 11 Auailable

w# Inwoke—Command —Beszio t-PEBess ion id 1» —BcriptBlock {6 Service | Whare-0bject 5% _.name

rHane

ging Clisnt

lika '

An interesting thing to note is that if you store the session in a variable and then remove the

session you will see that tistate changes t&losed

Establish a persistent remote PowerShell connection to TesittgNew-PSSessioand

store that in the variablsessionlconfirm the session is running etPSSessiorthen

remove that session. Now exampsessionland note th&tateasClosed

$sessionl = New PSSession - ComputerName TestO1
Get - PSSession

Remove- PSSession -I1d 1

$sessionl
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or: Windows PowerShell

1 = Hew=-PiSesszion =ConputerMane Testid
Get-PS5ession

Hamne: Conputerdane State Conf igurationHame: Availability

Sessiond testill Opened Hicrosoft . PowerShe 1] fivailahle

Rermove=PEfesszion =Id 1
Goessiond

Hamne: Conputerdane State Conf igurationHame: Availability

Sessiond testill Closed Hicrosoft . PowerShe 1] Hone

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

GetPSSession

EnterPSSession

Exit-PSSession

InvokeeCommand
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#38 Get-PSSessbnConfiguration

Get-PSSessionConfiguration

What can | do with it?

Session configurations determine the settings used by remote PowerShell sessions to that
computer. This cmdlet displays the settings for the current configuration(s) used on the local
computer.

Example:

Retrieve the settings used by remote PowerShell sessions on the local computer and display
the properties available.

Get - PSSessionConfiguration | Format - List *

[ povers hell
Filename : dwindi ystend 2y purshplugin . dll
CDMUers ion 1
HnlRenderingT ype

-
: http:s/rschemas .microsoft . .comn/powershell/microsoft.povershell

I T true

slpt r _
ﬂliiﬂhj.lily : {Shell) ) )
':jn lns [ chamas . ||1:.|:|-|.1=|.1Fl. .comAubemsweman sl Aeonf 1'.!14_ APluginConf igueat ion

¥ H chemas soft .com/povershe 1l mice- L. powers he

] yhescriptorSddl : 0 EG:BAD:P{A;; S:PLAU;FAGA; ; ;WD <AL ;8A ; GHGH; ; s WD
Fermizsion ¢ BUILTIM~Administ AccessAllowed

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

DisablePSSessionConfiguration

EnablePSSesionConfiguration

ReqisterPSSessionConfiguration

SetPSSessionConfiguration

UnreqisterPSSessionConfigation
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#39 Register -PSSessionConfiguration

ReqisterPSSessionConfiguration

What can | dowith it?

Session configurations determine the settings used by remote PowerShell sessions to that
computer. This cmdlet enables the creation of customised settings for particular session
requirements.

Example:

Create a new PSSession Configuration cdlEOSTransfer using the startup script
C:\ScriptdStartupScript.psl. Use StartupScript.psl to import the PowerShell 2.0 BITS
Transfer module so that those cmdlets are availalifeetaser of the remote session. Use
GetPSSessionConfiguratido confirm the creation.

StartupScrippslcontains the command to import the BITSTransfer modytai could
easily add other code irete tofurthercustomise the session.

|B| startupScript.ps1 - Notepad

File Edit Format WView Help
mport-mModule BITSTransfer

Register - PSSessionConfiguration - Name BITSTransfer
- StartupScript C:\ Scripts \ StartupScript.psl

You will see that you are prompted for both confirmation and whether to restart the WinRM
service.

T Administrator Windows Powershell
7

w* Register-FESessionConf iguration —neme BITETranzfer -Startuplcript CiScripts Startuplcript.psl

311 n Target "Hame: BITETramzFar hiz will allow adminiztratars Ea

w11 an mr',
[H] He [L] HWa to ALl d  [7] Belp {default is "¥*"»:

oF L WEHan . Hamagemsne W otz Lhos P lug in
Type
Container {Mamiz=BI TETranaferd
re you wamt to pe

C o -
operation ““Rest Se ce'™" on Target “Hame: WinBH".
Al Yex to ALl i to ALl I5)] Buzpend [7] Help <(default iz "¥"¥:

wEu ., ..
porshe 11 2 MAILT IN~Admindistrators Accesofll...
porfhe 1132

To use this particar PSSession Configuration use MewPSSessioomdlet with the
ConfigurationName parameter iad specify the name of the configurati®Bir STransfer.
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Then connect to the session with theerPSSessioemdlet ancconfirm you have the BITS
Transfer module by runningetModule

New PSSession - ConfigurationName BITSTransfer
- ComputerName Test01

Enter - PSSession -1d 1

Get - Module

er —Lonputerdame Testdl

CompunterHans Btate G wrat innHame Auvailability

testll Opened  BITETranafer Awailahle

on ~=Id 1
Hodule

BitsTranzfer i cfer. Remove-BiteTrancfesr. Resume-BitsTrancfer. Get-BitsT...

Teaztfl 1z PR Cosd

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive segn on a remote server.

Related Cmdlets

DisablePSSessionConfiguration

EnablePSSessionConfiguration

GetPSSasionConfiguration

SetPSSessionConfiguration

UnregisterPSSessionConfiguration
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#40 Set-PSSessionConfiguration

SetPSSessionConfiguration

What can | do with it?

Change the properties of a session configuration which has been registeredgistier
PSSessionConfiguration

Example:

Create a new PSSession Configuration cdlBtB Transfer using the startup script
C:\ScriptdStartupScript.psl. Use StartupScript.psl1 to import the PowerShell 20 Bl
Transfer module so that those cmdlets are availalifeetaser of the remote session. Use
GetPSSessionConfiguratido confirm the creation.

StartupScrippslcontains the command to import the BITSTransfer modyieu could
easily add other code in hereftwthercustomise the session.

|B| startupscript.ps1 - Notepad

File Edit Format Wiew Help
Import-Madule BITSTransfer

Now change the propertie§that session with Sé@SSessionCdiguration. Clear the startup
script settings and set taximumReceivedObjectSizeMBto 50 MB. Confirm the
changes wittGetPSSessionConfiguratian

Register - PSSessionConfiguration - Name BITSTransfer

- StartupScript C:\ Scripts \ StartupScript.psl

Get - PSSessionConfiguration

Set - PSSessionConfiguration - Name BITSTransfer

- StartupScript $null - MaximumReceivedObjectSizeMB 50
Get - PSSessionConfiguration

You will notice that you are prompted to both confirm the change and to restart the WinRM
service.
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Conf irm
fire you sure you want to perform this action?
Perforning operation "Set—PESessionConf iguration™ on Target "Hame: BITETrancfer™.
[¥]1 Yez [A] Yes to ALl [H] Hoe [L] Mo to ALl [5] Suspend [7]1 Help {default iz "Y¥">:
WEHanConfig: Hicrosoft.WSHan .Hanagement WEHan: : localhoe t“Plugin®BI TETransferxInitializationParaneters

FParanbamne Paranlalue

e ol want to perform thiz action?

operation ""Restart—Service"" on Target "Hame: WinRH*™.

fl Yez to All [H]1 Ho [L] Mo to A1l [£1 Susp-n.-lul [?] Help {default iz "%*):
Ciny Get—-PEfess ionConf iguration

FElersion StartupScript

t.powershell : BUILTIMNAdninistrators AccessALll. ..
Hicrosoft . FowerShe 1132 1

Pa Civwd

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you wauld have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

DisablePSSessionConfiguration

EnablePSSessionConfigation

ReqgisterPSSessionConfiguration

GetPSSessionConfiguration

UnreqisterPSSessionConfiguration
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#41 Disable -PSSessionConfiguration

DisablePSSessionConfiguration

What can | do with it?

Deny access to a session configuration.

Example:

Examine the permissions of the previously created PSSessionConfiguration named
BITSTransfer. Denyccess to this session using Disa@&SessionConfiguration. Use the

Force parameter to supress prompts. Check what the permissions on the configuration have
been changed to.

Get - PSSessionConfiguration - Name BITSTransfer

| Format - Table - Property  Name,Permission - Auto

Disable - PSSessionConfiguration - Name BITSTransfer - Force
Get - PSSessionConfiguration - Name BITSTransfer

| Format - Table - Property  Name,Permission - Auto

You will see that you are warned that disabling the PSSessionConfiguration will not undo
evely change made bignablePSRemotingThe effect of running Disable
PSSessionConfigurain is to set the permissi&veryone AccessDenieckexceptfor

BUILTIN \Administrators Access Allowed

X Adremistrator Windows. Powershell

PE Givd Get-PSE nf igurat ion —Hame BITETranzfer | Format-Table —propsrty Mane.Permizzion —auta

the Emabls
g Followindg

renote access to nembers of the

¢ BITETranzfer | Format-Tahle —property Mane,Permizsion —auta

Subsequentlgttempting to access that configuration from a remote session results in the
following Access Deniectrror.

How could | have done this inPowerShell 1.0?

Remoting did not exist in PowerShelD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.
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Related Cmdlets

EnablePSSessionConfiguration

ReqgisterPSSessionConfiguration

SetPSSessionConfiguration

UnreqisterPSSessionConfiguration

64



#42 Enable-PSSessionConfiguration

EnablePSSessionConfiguration

What can | do with it?

Re-enable access to a session configuration which has previously been disabRidatite
PSSessinConfiguration

Example:

View the permissions of the currently disabRid STransfer PSSessionConfiguration,-re
enable itandthen view the permissions again.

Get - PSSessionConfiguration - Name BITSTransfer
| Format - Table - Property  Name,Permission - Auto
Enable - PSSessionConfiguration - Name BITSTransfer
Get - PSSessionConfiguration - Name BITSTransfer
| Format - Table - Property  Name,Permission - Auto

You will notice that th&everyone AccessDeniegermission is removed as part of the
process, which also includesdwonfirmation prompts.

X Adewnistrator Windows PowerShell

PE Cino Get-PR nConf igurat ion —Name BITSTransfer | Fornat-Tahle —property Name, Pe

PRSP 1

Nann Pernission

BlISTransfer Evervone flccesslenied, BUILTIN\Adninistrators Accesshlloved

essionConfiguration ~Name BITSTransfer

ation
~HEManQuickConf ig"” to enable this nachine for wemote managenent through WinRBM sewvice.

rtod) the VinRN service
. start
3. on any IP address
4. Enabling fireuvall exception for US-Management traffic <For http onlyd.

you want to continue?
(Y] Yes [R) A1l [N] No (L) No to All (S) Suspend (7] Help {default is "¥'):
VinkM already up to receive requests on this machine.
MinRM already is et up for remote nanagement on this nachine.

Conf irm

Aro you sure you want to pe m this action?

Perforning operation “$ onConf iguration' on Target “"Name:
1

r
e lected ely run Windows PowerShell comnand
IL) Ne to All (5] Suzpend (71
nConf iguration ~Neme BITSTransfer | Fornat-Table -

ion

BITETransfer BUILTINVAdainistrators Acceszsfllowed

PS C:\>

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShelD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

DisablePSSessionConfiguration
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ReqisterPSSessionConfiguration

SetPSSessionConfiguration

UnreqisterPSSessionConfiguration
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#43 Unregister -PSSessionConfiguration

UnreqisterPSSessionConfiguration

What can | do with it?
Delete PSSessionConfigurations on the local computer.
Example:

View the existing available PSSemsConfigurations witltGetPSSessionConfiguration
remove théBITSTr ansfer configuration and then confirm it has been removed.

Get - PSSessionConfiguration
Unregister - PSSessionConfiguration - Name BITSTransfer
Get - PSSessionConfiguration

You will see that you are prompted to both confirm and the action and the restart of the
WinRM service.

Admmmistratorn Wndows Powershell

Gat—-PERexe ionConf igurat ion

-!
2

" on Target "Mamc: HITET:
wndl [T ] Help {defaule i

Startupfcript

41
Microsof €. Foy

B Caw?

How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerSh&lD; you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

DisablePSSessionConfiguration

EnablePSSessionConfiguration

ReqisterPSSessionConfiguration
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SetPSSessionConfiguration
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#44 Set-WSManQuickConfig

SetWSManQuickConfig

What can | do with it?

Configure the local computer for use WithlS-Management

Example:

Configure the local computer to be enabled for remote managememw®itanagement

Set - WSManQuickConfig

This will produce output similar to the below; note the command was run on a Windows
Server 2008 64it system.

command has significant securdty implicatioms. as it enables remote management through
F.-

running. If the WinF¥ zewvice 3 the rervice iz ztarted.
the tra rt is HITF.

ce an this computer?

G—HMan regquests to any IP on this machine .
enakbled.

SetWSManQuickConfig runs the following tasks:

0 1 Starts the WinRM servicé necessary.

0 1 Sets the startup type on the WinRM service to Automatic.

0 1 Creates a listener to accept requests on any IP address.

0 1 Enables a firewall exception for W@anagement communications.

You are prompted to confirm the action.
How could | havedone this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP
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GetWSManCredSSP

GetWSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

TestWSMan
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#45 Connect-WSMan

ConnectWSMan

What can | do with it?

Create a connection to a remote computer udiggManagement

Example:

Connect to the remote server Test01 usiffstManagement Use the WSMan provider to
examine the WSMan Shell properties and change the validsifshellsPerUserto 10.

Connect - WSMan- ComputerName Test01
cd wsman:
dir

2 Administrator: Windows PowerShell

PSS C:-%> Connect—WSMan —ComputerMame Test@l
PS C:=%» cd w=man:
PS5 WSMan:»> dir

WEManConfig:

ComputerMame Tupe

Container
localhost Containep

PS WSMan:=~2> _

cd . \localhost
dir | Format - Table - AutoSize

= administrator: Windows Powershell

PSS WSMan:%~>» cd .“~localhost
PS WSHMan:“localhost> dir | Format-Tabhle —AutoSize

WSManConfig: Microsoft.WSMan.ManagementsWSMan::localhost

Value T upe
MaxEnvelopeSizekh System.String
MaxT imeoutmns System.String
MaxBatchl tems System.String
MaxProviderRegquests 4294967275 System.String
Client Container
Service Container
Shell Container
Listener Container
Plugin Container
ClientCertificate Container

PS WSMan:“localhost> _

cd Shell
dir | Format - Table - AutoSize
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= administrator: Windows Powershell

PS WSMan:“localhost“~S5hell*> cd Shell
PS5 WSMan:-“~localhost~Shell> dir | Format-Table —AutoSize
WEManConfig: Microsoft_WSHMan.Management“WSMan::localhost*~Shell

Ualue Tupe

AllowRemoteShellAccess true Sustem_String

IdleTimeout 1888488 System.String
MaxConcurrentlUsers L Suystem_String
MaxShellRunT ime 2147483647 Suystem.String
MaxProcessesPerShell 15 Suystem_String
MaxMemoryPerShel11MB 158 System.String
MaxShellszsFPerllzer L Suystem_String

PSS WSMan:»localhost~ShellX> _

Set - ltem - Path MaxShellsPerUser -Value 10
dir | Format - Table - AutoSize

= administrator: Windows Powershell

PS WSMan:“localhost“~S5hell> Set—-Item —Path MaxShellsPerllzer —Ualue 1@
PSS WSMan:“localhost~3hell*> dir §| Format-Tahle —AutoSize

WEManConfig: Microsoft_WSHMan.Management“WSMan::localhost*~Shell

Ualue Tupe
AllowRemoteShellAccess true Sustem_String
IdleTimeout 1888488 System.String
MaxConcurrentlUsers L Suystem_String
MaxShellRunT ime 2147483647 Suystem.String
MaxProcessesPerShell 15 Suystem_String
MaxMemoryPerShel11MB 158 System.String
MaxShellszsFPerllzer 18 Suystem_String

PSS WSMan:»localhost~ShellX> _

How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance
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InvokeWSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#46 Test-WSMan

TestWSMan
What can | do with it?

Test whethekWS-Managemenis available on a computer.

Example:

Test whethelWS-Managemenis available on TestO1.

Test - WSMan- ComputerName TestO1

You will notice you receive a response detaikvgmid, ProtocolVersion, ProductVendor
andProductVersion if the query is successful.

3 Administrator: Windows PowerShell

P8 C:=x> Test—WSHan —ComputerMame Test@1

wsmid http:srschemas .dntf .org- wbemns wsmansidentity-s1l wsmanidentity.xsd
ProtocollUerzion http: s schemas.dmntf .org whemnswsman-1 wsman .xsd

ProductUendor Microsoft Corporation
ProductUerzion 05: B.8_.8 5P- 8.8 Stack: 2.@

How could | have done this in PowerShell 1.0?

Support for the use &/S-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction
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New-PSSession

New-WSMarnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig
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#47 Invoke -WSManAction

InvokeWSManAction

What can | do with it?

Invoke an action using/S-Management

Examples:

Check the status of the BITS service on Test01\WiSéManagemento stop the servicand
then check its status again.

Get- Service  BITS - ComputerName Test01
Invoke - WSManAction - Action  StopService - Resource URI wmicimv2/Win32_Service
- SelectorSet @{Name"BITS" } - ComputerName Test01 - Authentication Default
Get- Service BITS - ComputerName Test01

X drearestrator: Wndows Powershell
PE Cisd Ceat—Rervice BITE —ComputerMans Testlil
s playHarms

Backgraiund Intelligent Tranzfer Ser...

w7 Imvoke-USHanfct ion ~Action Stopfervice -resourceuri waicime2 AHind2 Service -fSelectorSet B{Hame="BITS"F -Computer
Testdl -Authentication Default

i root o imd Alind2_Sereice
cim
Laaigy

HeCairmlla L .' T

«» Get-fervice BITE —ComputerMame Test#il
[ ETRTH iz p La yHami

BIT: Background Intelligent Transfer Ser...

How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstace
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New-PSSession

New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#48 Get-WSManlnstance

GetWSManlinstance

What can | do with it?

Retrieve an instance of a management resource specified by a URI b\M&ing
Management

Examples:

Display management information for the BITS service on the remote computer TestO1.

Get- WSManlnstance  wmicimv2/win32_service
- Selector  Set  @{name="BITS" } - ComputerName Test01

Notice that you receive many properties for the BITSiserv

{name="BITE"} -computernane TestHl

iSrootsoim2Alind2 _Service

ek bamdwidth. If the service iz disabled. &
wo dows Update or BEM Exploresr. will bes wna
d other information.

Display management information for thiéS-Managemenlistener configuration on the
remote computer TestO1.

Get- WSManlnstance winrm/config/listener
- Selector  Set  @{Address ="*" ;Tra nsport ="http" } - ComputerName TestO1l

Notice that youeceivea number of properties of the listener.
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—selectorset B{Address=""=";Transport="http"} —computername TestHl

:onf igslistoner

7. i8l, Fel@:iSefesd72.28.2. 247211 ...%

How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

Invoke-WSManAction

New-PSSession

NewWSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#49 New-WSManinstance

New-WSManlnstance

What can | do with it?

Create an instance of a management resource for usewsittianagement

Example:

Create an instance of a management resourcedowitis\WS-Managementising HTTPS.

You need to specify a certificate for use with this listener since it is HTTPS. For testing
purposes it is possible to create a-sahed certificatevithin 11IS. Open theCreate Self
Signed Certificate Wizard and enter a name.

20

1l Specify Friendly Hame
i

Specfy a fie name for the cerbificate request, This information can be sent to a certificate authority
for sigring:

Specify a friendly name for the certificate:
ITe-s-r

ITI Cancel ]

Export it toC:\Temp
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Export Certificate 2| =]

crers ]

Import the pfx file into the Personal Certificate Store

Certihcate ITmport Wizard
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xq

Password
To maintan secunty, the prvate key was protected vwith a password,

Type the password for the private key,

Password:

|

[~ Ensble strong prvate key protection, You vl be prompted every tme the
private key is used by an spolcation if you enabie this cption,

= Mark this key 25 exportable, This wil allow you o badk up or transport your
keys at a later time,

[V Indude gl extendes properties,

Learn more about protecting private keye

< Back l Next > I Cancel I
e |

Certificate Store
Certificate stores are system areas where certficates are kapt,

Windaws can automatcaly select a certificate store, or you can specify a location for
the certificate.,

(" Place al certificates in the followng store

Learn more about certificate stores

<pok [ mea> ] conce |

For the NewWSManinstance cmdlet you will require ttreimbprintof this certificate, you
can find this using PowerShell and tGertificate Provider

Get - Childitem - Path cert: \ CurrentUser \My | Format - List
FriendlyName, Thumbprint

» Get=Childitem =path cert:“CorrentlsersHy | Format=List Friendlydane . Thonbprint

BPAA531S R0 280

FE Civd o
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Creation of the new WSManlnstee using HTTPS is as follows:

New WSManlnstance winrm/config/Listener

- SelectorSet @{Address ="*" ;Transport ="HTTPS"}

- ValueSet

@{Hostname="Test01" ;CertificateThumbprint ="01F7EB07A4531750D920CE6A588BF5" }

Hivi—EHam [n i i q Bifddress o Tranzpore s "HTTPEY -UalueBer B HosCnome " Tesl
tif icakaThum

gm0 le S anon yaous

You can verify this remotely using tii&etWSManInstancemdlet.

Get- WSManlnstance  winrm/config/listener
- Selector  Set @{Address ="" ;Tr ansport ="https" } - ComputerName TestO1l

"} —conpaternane Test@l

in

i 4 catel hushprint & iyl E
s @ Ll ] 5 » FebBB:iSaFes172.28.2.247211...}

How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconnectWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction

New-PSSession

New-WSManSessionOption
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RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#50 Set-WSManlnstance

SetWSManlinstance

What can | do with it?

Changehe properties of a management resource for useM@&tManagement

Example:

Set the Enabled property of the HTTPS listener createdNgtir\WSManInstancéo false,
effectively disabling itTip: watch out for case sensitivity in ValueSet

Set - WSManlnstance  winrm/config/li stener
- SelectorSet @{address ="" ;transport  ="https" }
- ValueSet @{Enabled ="false" }

¥ Set-WEHanlnstance winemsoonflig-listener -selesctorset Bladdress="='"itransport="hitps"} -valueset E{Enabled=-'false]™

How could | have done this in PowerShell 1.0?

Support for the use &WS-Managemenin PowerShell igprovided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconnectWSMan

Enable-PSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction

New-PSSession
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New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManQuickConfig

TestWSMan
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#51 Remove-WSManlnstance

RemoveWSManlnstance

What can | do with it?

Remove a management resource that has been previously created for ¥88-with
Management

Example:

Check for existing HTTPS Listeners. Remake existing HTTPS listener created wiNbw-
WSManlnstance Check again to confirms removal.

Get- WSManlnstance  winrm/config/listener

- Selector  Set  @{Address ="" ;Transport ="https" }
Remove- WSManlnstance  winrm/config/listener

- SelectorSet @{address ="*" ;transport  ="https" }
Get- WSManlnstance  winrm/config/listener

- Selector  Set @{Address ="*" ; Transport ="https" }

You will notice that youeceivea nasty red error when trying to retrieve it after it has been
removed.

Lo wheme iy
chema-instance

ig-slistemer wirzet B addie ' Dran: port 2" hotpa ™
liztwner —&a wt B Addre Tranepart =""httpz "

How could | have done this in PowerShell 1.0?

Support for the use &S-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan
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EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#52 New-WSManSessionOption

New-WSManSessionOption

What can | do with it?

Create a session option hash table for use wititévlanagementmdletsGet
WSManlinstanceSetWSManlnstancelnvoke WSManActionandConnectWSMan

Example:

Create a session option hash table for use witk&tg/SManinstancemdlet to update the

HTTPS listener created withew-WSManlInstance

$options = New WSManSessionOption - OperationTimeout 1000
- SkipRevocationCheck

Set - WSManlnstance  winrm/config/listener

- SelectorSet @{address ="*" ;transport  ="https" }

- SessionOption $option s

tionT imsout 1ABE —Blkiy
Selectorfet B{addpass="'=

1Aconf ig-listener

ateThumbprint DA A4S ELASERRFS
5l

Listeningin H v 47, i1, Fel@:chefetlVTa.ZH.2.24Fx11...2

P& Cxnd

How could | have done this in PowerShell 1.0?

? —Bepzionlption Soptions

Support for the use &S-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction

89


http://go.microsoft.com/fwlink/?LinkId=141449
http://en.wikipedia.org/wiki/WS-Management
http://en.wikipedia.org/wiki/WS-Management
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-52-new-wsmansessionoption.html/new-wsmansessionoption

New-PSSession

New-WSMarnstance

RemoveWSManlngance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#53 Enable-WSManCredSSP

EnableWSManCredSSP

What can | do with it?

EnableCredSSRauthentication on a computer allowing a user's credentials to be passed to a
remote computer for authentication. (Think authentication for background jobs on remote
computers.Note: this cmdlet regires running from an elevated PowerShell session.

Example:

Enable usdr sredentials on the local computer to be sent to the remote computer Test02.

Enable - WSManCredSSP- Role client - DelegateComputer Test02.test.local

You will notice that you are prompteéd confirm and given a warning that making this
change will allow the remote computer to have access to your username and password.

Fole olient =Deles conputer [estH2 . test.local

pirat ion For b i el 1 1L

I gamt to & vemote computer. IFf wpow use ©
r. that computer will hawe sccess Eo your ur
" Help topic.

s omlorosof t .comsubemswsman 1l oonfl igsclisnt anth

How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.
Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

Disconnet-WSMan

EnablePSRemoting

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction
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New-PSSession

New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlrstance

SetWSManQuickConfig

TestWSMan
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#54 Get-WSManCredSSP

GetWSManCredSSP

What can | do with it?

View the CredSSReonfiguration on the local comput@tote: this cmdlet requiresunning
from an elevated PowerShell session.

Example:

View the CredSSReonfiguration on the local computer which has previously been enabled
for clientCredSSR/ia EnableWSManCredSSP

Get - WSManCredSSP

You will notice the client part has been enabled, but not the server.

to allow delsgating [rezlh entiale to thes following target(cz}! weman Test@l.tect.local

igured to reoslve oredenti rom & remote olient computer.

How could | have done this in PowerShell 1.0?

Support for the use &WS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSManCredSSP

DisconneciWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManlnstance

InvokeWSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance
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SetWSManlinstance

SetWSManQuickConfig

TestWSMan
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#55 Disable -WSManCredSSP

DisableWSManCredSSP

What can | do with it?

DisableCredSSReonfiguration on a computérote: this cmdlet requires runnirfgpom an
elevated PowerShell session.

Example:
Disable theCredSSReonfiguration on the local computer which has previously been enabled

for client CredSSRria EnableWSManCredSSPFConfirm this has been successful wight
WSManCredSSP

Di sable - WSManCredSSP- Role client
Get - WSManCredSSP

You will notice that the computer is no longer configureddoedSSRauthentication.

X Administrator Windows PowerShell

hle AN

redentials.
om a premote client computer.

How could | have done thisn PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisconnectWSMan

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

InvokeWSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption
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RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#56 Disconnect -WSMan

DisconneciWSMan

What can | do with it?

Disconnect a connection previously made to a remote computentsidanagemenivith
the ConnectWSMancmdlet.

Example:

Disconnect from the remote server Test01 usitiManagement

Disconnect - WSMan- ComputerName Test01
How could | have done this in PowerShell 1.0?

Support for the use &VS-Managemenin PowerShell is provided as part of the 2.0 release.

Related Cmdlets

ConnectWSMan

DisableWSMarCredSSP

EnablePSRemoting

EnableWSManCredSSP

GetWSManCredSSP

GetWSManlnstance

Invoke-WSManAction

New-PSSession

New-WSManlnstance

New-WSManSessionOption

RemoveWSManlnstance

SetWSManlnstance

SetWSManQuickConfig

TestWSMan
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#57 Import -PSSession

Import-PSSession

What can | do with it?

Import commands from a Remote PowerShell session into the current session, for instance
from a remote session on d&ner computer.

Example:

Establish a remote session with TestO1 uslag-PSSessionUselnvoke-Commando
initiate the use of the BITSTransfer module. Use Imp@@Eession to make thentents of
the BITSTransfer module available in the local session even though the BITSTransfer
module has not been imported on the local computer.

Note: Technically | could just have imported the BITSTransfer module on the local machine
however this exanple is to demonstrate that potentially any module could be brought across
to the local session.

$sessionl = New PSSession - ComputerName TestO1l
Invoke - Command - Session $sessionl - ScriptBlock {Import - Module BITSTransfer }
Import - PSSession - Session  $sessionl - Module BITSTransfer

uberaas Poseridhell

Tranzfer. Henive—BitzTranzfer. Hesime-BitzTeanzfer, CGec-BivsT. ..

Confirm the contents of the BITSTransfer module is now available in the local session.

Get- Command *Bits * - CommandType Function

F Fert—Command *Bits* —Commandlype Function

Hame Definitian
Funct ion Add-BitsFile
Funct ion Conplet iteTransfer
Funct iom Get—Bits sfer
Funct iom Remove—
Funct iom
Funet iom
Funet iom
Funct iom

PS C:nd o

Extras:
Ravikanth Chaganti has an excellent post covering this cmdlet in morehdeéail

How could | have done this in PowerShell 1.0?
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Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

ExportPSSession
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#58 Export -PSSession

ExportPSSession

What can | do with it?

Export commands from a remote PowerShell session into a module saved on the local
system.

Example:
Establish a remote session with TestO1 udleg-PSSessiondselnvokeeCommando

initiate the use of the BITSTransfer module. Export the commands from the BITSTransfer
module into a modulsaved on the local system and called BITSCommands.

$sessionl = New PSSession - ComputerName TestO1

Invoke - Command - Session $sessionl - ScriptBlock {Import - Module BITSTransfer }
Export - PSSession - Session $sessionl - Module BITSTransfer

- OutputModule  BITSCommands - AllowClobber

The exported files are stored within your PowerShell profilgeio

1
k {lmport-Moduls BITSTransier)
I8

ETranslfer ~lutputModuls B SCommands ~AllowClobber

GUID 3
DescElption
ModulaToPcoceas = §('BITSCommmnds. panl
FocmasaToPeogeas = B('B

HoduleVeralon

Peivarelbacs Bi
IrplicicPemnting
1

You could make use of this module at a later date with:

Import - Module BITSCommands
Extras:
Ravikanth Chaganti has an excellent post covering this cmdlet in morehdeéail
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How could | have done this in PowerShell 1.0?

Remoting did not exist in PowerShell 1.0, you would have needed to use Remote Desktop to
run an interactive session on a remote server.

Related Cmdlets

New-PSSession

Import-PSSession
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#59 Set-PSBreakpoint

SetPSBreakoint

What can | do with it?

Carry out debugging by setting a breakpoint based on a condition such as line number,
command or variable.

Examples:
Set a breakpoint at line 3 in the scriptBawling.ps1 (This is an exartgscript taken from

the 2008 Scripting Game®uring the execution of the script the variable $iPoints is
frequently incremented to a new wa) Then run the script to utilise the breakpoint.

Set - PSBreakpoint - Script ~ Bowling.ps1 -Line 3

You receive confirmation of the breakpoint set:

_!Adm'ni!l:r.:tnr Windows PowerShell
t—PEBreakpoint —Script Bowling.psl -Line 3

Line Command Variable fction

Now when you run the script, you are informed at what point we have stopped at and the
current value of $iPais. TypingExit will leave the debugging mode.

- inistrator: Windows PowerShell

h or 7 for help.

For the next example set a breakpoint based on the variable $iPoints and carry out an action
to save the value of $iPoints at that point in time into the flle@txt.

Set - PSBreakpoint - Script .\ Bowling. psl -Variable iPoints
- Action  {Out-File log.txt - Append - Inputobject $iPoints  }

This time the confirmation shows both a Variable and an Action have been set as part of the
Breakpoint.

ID Script Line Commanid Bariahle Rction

1 Bowling.psl iPoints Dut=Pils log.t=t ~Appen...
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Running the script does not bring up the interactive debugger this time

= Administrator: Windows PowerShell

P8 C:x» .sBowling.psl
i@7

P3 C:inr

However, the log.txt file is created and its contents show the value of $iPoints each time it is
referenced in the script.

&log.txt - Notepad

File Edit Format View

0
2
7
14
17
25
33
34
44
53
54
63
64
69
74
77
24
24
28
93
103
105
105
107

How could | have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scriptirsgsHiEwith
debugging features.

Related Cmdlets

GetPSBreakpoint

EnablePSBreakpoint

DisablePSBreakpoint

RemovePSBreakpoint
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#60 Get-PSBreakpoint

GetPSBreakpoint

What can | do with it?

Rerieve debugging breakpoints that have been setS@t® SBreakpoint

Examples:

Retriew all current breakpoints.

Get - PSBreakpoint

Notice the different options which have been set on the breakpoints.

s Powmersduell

Line Comesnd Uariahle Aot imn

H Bowling. pal 3
1 Bawling.psl iPeincs Due—File log.txt —AppeEn. ..

Retrieveonly breakpoints which have been set usingtheable parameter.

Get - PSBreakpoint - Type Variable

Notice only one breakpoint is tehed this time.

B Adrvirsstrab or: Wirsd ows PoswerShell
Get—FEBreakpoint -Iype Uariable

fpt-File log.txt —Appen...

How could | have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scriptirggsiii with
debugging features.

Related Cmdlets

EnablePSBreakpoint

DisablePSBreakpoint

RemovePSBreakpoint

SetPSBreakpoint
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#61 Disable -PSBreakpoint

DisablePSBreakpoint

What can | do with it?

Disable debugging breakpoints that have been setSeitR SBreakpoint

Example:

Disable the breakpoint with ID 0 and then check its properties to confirm it has been
disabled.

Disable - PSBreakpoi nt -1d O
Get- PSBreakpoint -1d 0| Format -List *

You will notice that thé&enabled property is set té-alse

15 administrator: Windows Powershell

PS C:=%2> Diszsable—-PSBreakpoint —id A
PS C:=x> Get—PSBreakpoint —id B | Format—List =

Co lumn I - |
Line : 3
Action
Enahled :{False
HitCount = W
I |
: C:xBowling.p=sl

How could | have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scriptirggsiii with
debuggingeatures.

Related Cmdlets

GetPSBreakpoint

EnablePSBreakpoint

RemovePSBreakpoint

SetPSBreakpoint
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#62 Enable-PSBreakpoint

EnablePSBreakpoint

What can | do with it?

Re-enable debugging breakipts that have been disabled widisable PSBreakpoint

Example:

Re-enable bregoint with ID 0 and then check its properties to confirm it has been enabled.

Enable - PSBreakpoint -1d O
Get- PSBreakpoint -1d 0] Format - List *

You will notice that théenabled property is set tGrue.

3 select Administrator: Windows PowerShell

PSS C:=~» Enabhle-PSBreakpoint —-id @
PS C:%2> Get—PSBreakpoint —id B | Format—List =

- A
Script : C=xBowling.psi

How could | have done this in PowerShell 1.0?

Settirg breakpoints did not exist in PowerShell 1.0, however most scripting IDEs ship with
debugging features.

Related Cmdlets

GetPSBreakpoint

DisablePSBreakpoint

RemovePSBreakpoint

SetPSBreakpoint

106


http://go.microsoft.com/fwlink/?LinkID=113295
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-62-enable-psbreakpoint.html/enable-psbreakpoint

#63 Remove-PSBreakpoint

RemovePSBreakpoint

What can | do with it?

Remove debugging breakpoints that have been seSegiRSBreakpoint

Examples:

Check existing breakpoints and remove the breakpoint with ID O.

Get - PSBreakpoint
Remove- PSBreakpoint -Id 0

Confirmation that breakpoint with ID 0 has been removed.

Line Command fotion

iPoints Out—File log.txt —Appen...

Line Corsand Uarishle fotion

iPaints Dut—File log.tx=t —Appen. ..

Check existing breakpoingnd remove all of them.

Get - PSBreakpoint
Get - PSBreakpoint | Remove- PSBreakpoint

) Advarastr atoe: Wendows Possershell

Lime Command Uariahle Aotien

3

Out-Fils log.t=xt -Appen...

—PiBreakpeint | Remeuvs—PEHeaakpoint
FEBreaakpoint

How could | have done this in PowerShell 1.0?

Setting breakpoints did not exist in PowerShell 1.0, however most scriptirggsiidi with
debugging features.

Related Cmdlets

GetPSBreakpoint

EnablePSBreakpoint

DisablePSBreakpoint
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http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-63-remove-psbreakpoint.html/remove-psbreakpoint2

SetPSBreakpoint
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#64 Clear-History

ClearHistory

What can | do with it?

Remove commands from the history of those entered in thentwession. PowerShell has

two places where a history of the commands you have entered are kept. Within the console

you can us&7 to view them and\lt-F7 to clear that list. There are also some cmdlets for
managing PowerShell history, such@estHistory and the nevClearHistory.

Example:

Check current history. Then remove any commands from #terpiwhich contain the string
set

Get - History
Clear - History - CommandLine *set *

The initial history is as below:

il - Wil Posssir Sl

k]
£ wBowling.psl —Yariabhle iPointz —fAction {0uwt-File log.txt —Append —Inputobject SiPoimtsd

! Remnove-PEEreakpaint

get-history
el

Now we remove any commands from the history which contain the s&ingou can see
they have been removed and the others remain.

strator: Windows PowerShell

Remove—PEBreakpoint

1
5
h
B
3
]
B

=

r—History —CommandLine =zet=

=
[
7]
i

W

How cauld | have done this in PowerShell 1.07?

Andrew Watt explains how you can clear history in PowerShell 1.0 ofotiis post
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http://go.microsoft.com/fwlink/?LinkID=135199
http://technet.microsoft.com/en-us/library/ee176849.aspx
http://go.microsoft.com/fwlink/?LinkID=135199
http://www.servernewsgroups.net/group/microsoft.public.windows.server.scripting/topic13342.aspx
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history2
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history1
http://www.jonathanmedd.net/2010/02/powershell-2-0-one-cmdlet-at-a-time-64-clear-history.html/clear-history2

From anew session, set tieeferencééMaximumHistoryCount variable to 1, then get the
current history and export it to XML.

$MaximumHistoryCount = 1
Get- History | Export - Clixml  "History.xml"

Edit the XML document, remove the text betwed&r and replace it withNo commands
have been entered"”

Create a script calle@mpty-History.ps1 containing the below:

function global:Empty - History {
$MaximumHistoryCount =1
Import - Clixml  "History.xml" | Add- History

}

Now dot source the script and use Erapty-History function toclear your history

Related Cmdlets

GetHistory

Add-History

Invoke-History
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http://technet.microsoft.com/en-us/library/dd315385.aspx








































































































































































































































